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Preface

Many professionals are increasingly embracing Debian GNU/Linux, whose goal to create a rich
and flexible distribution that does not require too much maintenance fits their expectations.
They generally appreciate its robustness and reliability, its automation of secondary tasks, as
well as the coherence brought by the strict application of specifications and therefore the dura-
bility of achievements and skills.

At the same time, many influential actors in the computing industry have now come to under-
stand the strategic interest of using an elaborate distribution that is not managed by a commer-
cial entity. Some of their customers also understand — following the same logic — that a soft-
ware platform that does not depend on agreements between suppliers reduces the constraints
they will have after the purchase.

Finally, many beginners discover Debian through the Knoppix and Ubuntu projects, while oth-
ers “look under the hood” because they want to avoid empiricism.

Debian — which used to be low-profile — was first adopted by passionate users, who were often
attracted by the spirit it embodies. They found a project with clear goals and visible achieve-
ments, whose developers focus on creating a good design before building — thereby rejecting
the deadlines that often compromise the quality of so many other software projects. Debian is
led by its very actors. In other words, Debian users join a project that fully benefits from the
advantages of free software... so as to produce free software themselves.

The Debian Administrator's Handbook will guide you on your way to autonomy. It could only be
written by authors who master both the technical aspects and the inner workings of the De-
bian project, and who know the needs of seasoned professionals as well as enthusiasts. Raphaél
Hertzog and Roland Mas had the required qualities and managed to create and update this book.
I thank them very much for their work and have no doubt that reading this book will be both
helpful and pleasant.

Nat Makarevitch (PGP/GPG fingerprint: 2010 4A02 9COE 7D1F 5631 ADF0 453C 4549 0230
D602)






Foreword

Linux has been garnering strength for the last few years, and its growing popularity drives more
and more users to make the jump. The first step on that path is to pick a distribution. This is
an important decision, because each distribution has its own peculiarities, and future migration
costs can be avoided if the right choice is made from the start.

BACK TO BASICS

Linux distribution, Linux
kernel

Strictly speaking, Linux is only a kernel, the core piece of software sitting be-
tween the hardware and the applications.

A “Linux distribution” is a full operating system; it usually includes the Linux
kernel, an installer program, and most importantly applications and other
software required to turn a computer into an actually useful tool.

Debian GNU/Linux is a “generic” Linux distribution that fits most users. The purpose of this
book is to show its many aspects so you can make an informed decision when choosing.

Why This Book?

CULTURE

Commercial distributions

Most Linux distributions are backed by a for-profit company that develops
them and sells them under some kind of commercial scheme. Examples in-
clude Ubuntu, mainly developed by Canonical Ltd.; Mandriva Linux, by French
company Mandriva SA; and Suse Linux, maintained and made commercially
available by Novell.

At the other end of the spectrum lie the likes of Debian and the Apache Soft-
ware Foundation (which hosts the development for the Apache web server).
Debian is above all a project in the Free Software world, implemented by vol-
unteers working together through the Internet.

Linux has gathered a fair amount of media coverage, which mostly benefits the distributions
supported by a real marketing department — in other words, to company-backed distributions
(Ubuntu, Red Hat, Suse, Mandriva, and so on). But Debian is far from being a marginal distri-
bution; according to a German study made in early 2009, Debian is the most widely used dis-
tribution on servers (with nearly half of the responding companies having at least one Debian
server), and the second most widely deployed on desktops (right behind Ubuntu, which is a

Debian derivative).
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The purpose of this book is to help you discover this distribution. We hope to share the ex-
perience we've gathered since we joined the project as developers and contributors in 1998
(Raphaél) and 2000 (Roland). With any luck, our enthusiasm will be communicative, and maybe
you'll join us sometime...

The first edition of this book (in 2004) served to fill a gaping hole: it was the first French-
language book that focused exclusively on Debian. At that time, many other books were writ-
ten on the topic both for French-speaking and English-speaking readers. Unfortunately almost
none of them got updated, and today we again find ourselves in a situation where there are very
few good books on Debian. We truly hope that this first English edition will fill this gap and help
many users.

Who Is this Book For?

We tried to make this book useful for many categories of readers. First, systems administrators
(both beginners and experienced) will find explanations about the installation and deployment
of Debian on many computers. They will also get a glimpse of most of the services available on
Debian, along with matching configuration instructions and a description of the specifics com-
ing from the distribution. Understanding the mechanisms involved in Debian's development
will enable them to deal with unforeseen problems, knowing that they can always find help
within the community.

Users of another Linux distribution, or of another Unix variant, will discover the specifics of
Debian, and should become operational very quickly while benefitting fully from the unique
advantages of this distribution.

Finally, readers who already have some knowledge of Debian and want to know more about the
community behind it should see their expectations fulfilled. This book should make them much
closer to joining us as contributors.

Chosen Approach

All of the generic documentation you can find about GNU/Linux also applies to Debian, since
Debian includes most common free software. However, the distribution brings many enhance-
ments, which is why we chose to primarily describe the “Debian way” of doing things.

It is interesting to follow the Debian recommendations, but it is even better to understand their
rationale. Therefore, we won't restrict ourselves to practical explanations only; we will also de-
scribe the project's workings, so as to provide you with comprehensive and consistent knowl-
edge.
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Book Structure

[RG

Following the structure and aims of Eyrolles' “Administrator's Handbook” collection, this book
revolves around a case study providing both support and illustration for all topics being ad-
dressed.

NOTE This book has its own website, which hosts whatever elements that can make
Web site, authors’ email it more useful. In particular, it includes an online version of the book with
clickable links, and possible errata. Feel free to browse it and to leave us some
feedback. We will be happy to read your comments or support messages.
Send them by email to hertzog@debian.org (Raphaél) and lolando@debian.
org (Roland).

http://debian-handbook.info/

Chapter 1 focuses on a non-technical presentation of the Debian project and describes its goals
and organization. These aspects are important because they define a general framework that
others chapters will complete with more concrete information.

Chapters 2 and 3 provide a broad outline of the case study. At this point, novice readers can take
the time to read appendix B, where they'll find a short remedial course explaining a number of
basic computing notions, as well as concepts inherent to any Unix system.

To get on with our real subject matter, we will quite naturally start with the installation process
(chapter 4); chapters 5 and 6 will unveil basic tools that any Debian administrator will use,
such as those of the APT family, which is largely responsible for the distribution's excellent
reputation. These chapters are in no way reserved to professionals, since everyone is their own
administrator at home.

Chapter 7 will be an important parenthesis; it describes workflows to efficiently use documen-
tation and to quickly gain an understanding of problems in order to solve them.

The next chapters will be a more detailed tour of the system, starting with basic infrastructure
and services (chapters 8 to 10) and going progressively up the stack to reach the user appli-
cations in chapter 13. Chapter 12 deals with more advanced subjects that will most directly
concern administrators of large sets of computers (including servers), while chapter 14 is a
brief introduction to the wider subject of computer security and gives a few keys to avoid most
problems.

Chapter 15 is for administrators who want to go further and create their own Debian packages.

VOCABULARY A Debian package is an archive containing all the files required to install a
piece of software. It is generally a file with a .deb extension, and it can be
handled with the dpkg command. Also called binary package, it contains files
that can be directly used (such as programs or documentation). On the other
hand, a source package contains the source code for the software and the in-
structions required for building the binary package.

Debian package

The present English version is based on the fifth edition of the French book. This fifth edi-
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tion was an important update, covering version 6.0 of Debian, code-named Squeeze. Among the
changes, Debian now sports two new architectures — kfreebsd-i386 and kfreebsd-amdé4 — based on
the FreeBSD kernel and supporting the associated technologies (jails, packet filter and so on). On
Linux-based architectures, the 2.6.32 kernel extends support to all the main virtualization tech-
nologies (Xen/OpenVZ/LXC/KVM, see Section 12.2, “Virtualization” (page 320)). All included
packages have obviously been updated. Many improvements specifically target package main-
tainers, who can now use a simplified debian/rules (with debhelper's dh command); they also
benefit from a standard patch management system integrated to dpkg-source (by using the 3.
0 (quilt) source package format).

We have added some notes and remarks in sidebars. They have a variety of roles: they can draw
attention to a difficult point, complete a notion of the case study, define some terms, or serve
as reminders. Here is a list of the most common of these sidebars:

» BACK TO BASICS: a reminder for some information that is supposed to be known;
« VOCABULARY: defines a technical term, sometimes Debian specific;
« COMMUNITY: highlights important persons or roles within the project;

« POLICY: a rule or recommendation from the Debian Policy. This document is essential
within the project, and describes how to package software. The parts of policy highlighted
in this book bring direct benefits to users (for example, knowing that the policy standard-
izes the location of documentation and examples makes it easy to find them even in a new
package).

* TOOL: presents a relevant tool or service;

« IN PRACTICE: theory and practice do not always match; these sidebars contain advice
resulting from our experience. They can also give detailed and concrete examples;

« other more or less frequent sidebars are rather explicit: CULTURE, TIP, CAUTION, GOING
FURTHER, SECURITY, and so on.

Acknowledgments

A Bit of History

In 2003, Nat Makarevitch contacted me (Raphaél) because he wanted to publish abook on Debian
in the Cahier de I'Admin (Admin's Handbook) collection that he was managing for Eyrolles, a
leading French editor of technical books. I immediately accepted to write it. The first edition
came out on 14th October 2004 and was a huge success — it was sold out barely four months
later.

Since then, we have released 4 other editions of the French book, one for each subsequent De-
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Before diving right into the technology, let us have a look at what the Debian Project
is, its objectives, its means, and its operations.



What Is Debian?

CULTURE Look no further: Debian is not an acronym. This name is, in reality, a contrac-
tion of two first names: that of lan Murdock, and his girlfriend at the time,
Debra. Debra + lan = Debian.

Origin of the Debian name

Debian is a GNU/Linux and GNU/kFreeBSD distribution. We will discuss what a distribution is
in further detail in Section 1.4, “The Role of Distributions” (page 21), but for now, we will simply
state that it is a complete operating system, including software and systems for installation and
management, all based on the Linux or FreeBSD kernel and free software (especially those from
the GNU project).

When he created Debian, in 1993, under the leadership of the FSF, lan Murdock had clear ob-
jectives, which he expressed in the Debian Manifesto. The free operating system that he sought
would have to have two principal features. First, quality: Debian would be developed with the
greatest care, to be worthy of the Linux kernel. It would also be a non-commercial distribution,
sufficiently credible to compete with major commercial distributions. This double ambition
would, in his eyes, only be achieved by opening the Debian development process just like that
of Linux and the GNU project. Thus, peer review would continuously improve the product.

CULTURE The GNU project is a range of free software developed, or sponsored, by the
GNU, the project of the FSF Free Software Foundation (FSF), originated by its iconic leader, Dr. Richard
M. Stallman. GNU is a recursive acronym, standing for “GNU is Not Unix”.

CULTURE FSF's founder and author of the GPL license, Richard M. Stallman (often re-
Richard Stallman ferred to by his initials, RMS) is a charismatic leader of the Free Software
movement. Due to his uncompromising positions, he's not unanimously ad-
mired, but his non-technical contributions to Free Software (in particular at

the legal and philosophical level) are respected by everybody.

A Multi-Platform Operating System

COMMUNITY lan Murdock, founder of the Debian project, was its first leader, from 1993
to 1996. After passing the baton to Bruce Perens, lan took a less public role.
He returned to working behind the scenes of the free software community,
creating the Progeny company, with the intention of marketing a distribu-
tion derived from Debian. This venture was a commercial failure, sadly, and
development abandoned. The company, after several years of scraping by,
simply as a service provider, eventually filed for bankruptcy in April of 2007.
Of the various projects initiated by Progeny, only discover still remains. It is
an automatic hardware detection tool.

lan Murdock's journey
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Debian, remaining true to its initial principles, has had so much success that, today, it has
reached a tremendous size. The 11 architectures offered cover 9 hardware architectures and 2
kernels (Linux and FreeBSD). Furthermore, with more than 14,500 source packages, the available
software can meet almost any need that one could have, whether at home or in the enterprise.

This largess becomes, sometimes, an embarrassment of riches: it is really unreasonable to dis-
tribute 50 CD-ROMs to install a complete version on an Intel machine... This is why we think of
Debian ever increasingly as a “meta-distribution”, from which one extracts more specific distri-
butions intended for a particular public: Debian-Desktop for traditional office use, Debian-Edu
for education and pedagogical use in an academic environment, Debian-Med for medical appli-
cations, Debian-Junior for young children, etc. A more complete list can be found in the section
dedicated to that purpose, see Section 1.3.3.1, “Existing Debian Sub-Projects” (page 16).

These divisions are organized in a well-defined framework, thus guaranteeing hassle-free com-
patibility between the various “sub-distributions”. All of them follow the general planning for
release of new versions. Built on the same foundation, they can be easily extended, completed,
and personalized with applications available in the Debian repositories.

All of the Debian tools operate in this direction: debian-cd has for a long time now allowed the
creation of a set of CD-ROMs bearing only pre-selected packages; debian-installer is also a
modular installer, easily adapted to special needs. APT will install packages from various origins,
while guaranteeing the overall cohesion of the system.

TOOL debian-cd creates CD-ROM ISO installation images ready for use. Raphaél
Creating a Debian CD-ROM Hertzog is the author of the latest rewrite, but maintenance is essentially con-
ducted by Steve Mcintyre. Any matter regarding this software is discussed

(in English) on the debian-cd@lists.debian.org mailing list.

BACK TO BASICS The term “architecture” indicates a type of computer (the most known in-
clude Mac or PC). Each architecture is differentiated primarily according to
its processor, usually incompatible with other processors. These differences
in hardware involve varying means of operation, thus requiring that software
be compiled specifically for each architecture.

To each computer, its
architecture

Most software available in Debian is written in portable programming lan-
guages: the same source code can compile on various architectures. In effect,
an executable binary, always compiled for a specific architecture, will not usu-
ally function on the other architectures.

Recall that each program is created by writing source code; this source code is
a text file composed of instructions in a given programming language. Before
you can use the software, it is necessary to compile the source code, which
means transforming the code into a binary (a series of machine instructions
executable by the processor). Each programming language has a specific com-
piler to execute this operation (for example, gcc for the C programming lan-

guage).
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TOOL debian-installer is the name of the Debian installation program. Its modu-
Installer  lar design allows it to be used in a broad range of installation scenarios. The
development work is coordinated on the debian-boot@lists.debian.org mail-

ing list under the direction of Otavio Salvador and Joey Hess.

The Quality of Free Software

Debian follows all of the principles of Free Software, and its new versions are not released until
they are ready. Developers are not forced by some set schedule to rush to meet an arbitrary
deadline. People frequently complain of the long time between Debian's stable releases, but this
caution also ensures Debian's legendary reliability: long months of testing are indeed necessary
for the full distribution to receive the “stable” label.

Debian will not compromise on quality: all known critical bugs are resolved in any new version,
even if this requires the initially forecast release date to be pushed back.

Debian does not exclude any category of users, however small the minority. Its installation
program has long been rough around the edges, because it was the only one able to operate
on all of the architectures on which the Linux kernel runs. It wasn't possible to simply replace
it with a program that was more user-friendly, but limited to only the PC (i386 architecture).
Fortunately, since the arrival of the debian-installer, those days are over.

The Legal Framework: A Non-Profit Organization

Legally speaking, Debian is a project managed by an American not-for-profit, volunteer associ-
ation. The project has a thousand Debian developers, but brings together a far greater number of
contributors (translators, bug reporters, artists, casual developers, etc.).

To carry its mission to fruition, Debian has a large infrastructure, with many servers connected
across the Internet, offered by many sponsors.

COMMUNITY Debian doesn't own any server in its own name, since it is only a project within
Behind Debian, the SPI  the association Software in the Public Interest (SPI) which manages the hard-
ware and financial aspects (donations, purchase of hardware, etc.). While
initially created specifically for the Debian project, this association now has
a hand in other free software projects, especially the PostgreSQL database,
Freedesktop.org (project for standardization of various parts of modern graph-
ical desktop environments, such as GNOME and KDE). The OpenOffice.org
office suite has also long been a part of SPI, as well.

association, and local
branches

http://www.spi-inc.org/

In addition to SPI, various local associations collaborate closely with Debian
in order to generate funds for Debian, without centralizing everything in the
U.S.A. This setup avoids prohibitive international transfer costs, and fits well
with the decentralized nature of the project. It is in this spirit that the Debian
France association was founded in the summer of 2006. Do not hesitate to join
and support the project!
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The Foundation Documents

Some years after its initial launch, Debian formalized the principles that it should follow as a
free software project. This activist step allows orderly and peaceful growth by ensuring that all
members progress in the same direction. To become a Debian developer, any candidate must
confirm and prove their support and adherence to the principles established in the project's
Foundation Documents.

The development process is constantly debated, but these Foundation Documents are widely
and consensually supported, thus rarely change. The Debian constitution also offers other guar-
antees: a qualified majority of three quarters is required to approve any amendment.

The Commitment towards Users

The project also has a “social contract”. What place does such a text have in a project only
intended for the development of an operating system? That is quite simple: Debian works for
its users, and thus, by extension, for society. This contract summarizes the commitments that
the project undertakes. Let us study them in greater detail:

1. Debian will remain 100% free.

This is Rule No. 1. Debian is and will remain composed entirely and exclusively of free
software. Additionally, all software development within the Debian project, itself, will be
free.

PERSPECTIVE The first version of the Debian Social Contract said “Debian Will Re-
main 100% Free Software”. The disappearance of this word (with the
ratification of Version 1.1 of the contract in April of 2004) indicates the
will to achieve freedom, not only in software, but also in the documen-
tation and any other element that Debian wishes to provide within its
operating system.

Beyond software

This change, which was only intended as editorial, has, in reality, had
numerous consequences, especially with the removal of some prob-
lematic documentation. Furthermore, the increasing use of firmware
in drivers poses problems: frequently non-free, they are, nonetheless,
necessary for proper operation of the corresponding hardware.

2. We will give back to the free software community.

Any improvement contributed by the Debian project to a program integrated in the dis-
tribution is sent back to the author of the program (called “upstream”). In general, Debian
will cooperate with the community rather than work in isolation.
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COMMUNITY The term “upstream author” means the author(s)/developer(s) of a pro-
gram, those who write and develop it. On the other hand, a “Debian
developer” works with an existing program to make it into a Debian
package (the term “Debian maintainer” is better suited).

Upstream author, or Debian
developer?

Frequently, the line of demarcation is not clear. The Debian main-
tainer may write a patch, which benefits all users of the software. In
general, Debian encourages those in charge of a package in Debian to
get involved in “upstream” development as well (they become, then,
contributors, without being confined to the simple role of users of a
program).

3. We will not hide problems.

Debian is not perfect, and, we will find new problems to fix every day. We will keep our
entire bug report database open for public view at all times. Reports that people file on-
line will promptly become visible to others.

4, Our priorities are our users and free software.

This commitment is more difficult to define. Debian imposes, thus, a bias when a decision
must be made, and will discard an easy solution for the developers that will jeopardize
the user experience, opting for a more elegant solution, even if it is more difficult to im-
plement. This means to take into account, as a priority, the interests of the users and free
software.

5. Works that do not meet our free software standards.

Debian accepts and understands that users often want to use some non-free programs.
The project, thus, has made part of its infrastructure available to them, in order to dis-
tribute as Debian packages software that authorizes it.

COMMUNITY The commitment to maintain a structure to accommodate non-free
software (i.e. the “non-free” section, see the sidebar “The main, contrib
and non-free archives” (page 103)) is frequently a subject of debate
within the Debian community.

For or against the non-free
section?

Detractors argue that it turns people away from free software equiv-
alents, and contradicts the principle of serving only the free software
cause. Supporters flatly state that most of the non-free packages are
“nearly free”, and held back by only one or two annoying restrictions
(the most common being the prohibition against commercial usage of
the software). By distributing these programs in the non-free branch,
we indirectly explain to the author that their creation would be better
known and more widely used if they could be included in the main
section. They are, thus, politely invited to alter their license to serve
this purpose.

After a first, unfruitful attempt in 2004, the complete removal of the
non-free section should not return to the agenda for several years,
especially since it contains many useful documents that were moved
simply because they did not meet the new requirements for the main
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section. This is especially the case for certain software documentation
files issued by the GNU project (in particular, Emacs and Make).

The existence of the non-free section particularly annoys the Free Soft-
ware Foundation, causing it, thus, to refuse to officially recommend
Debian as an operating system.

The Debian Free Software Guidelines

This reference document defines which software is “free enough” to be included in Debian. If a
program's license is in accord with these principles, it can be included in the main section; on
the contrary, and provided that free distribution is permitted, it may be found in the non-free
section. The non-free section is not officially part of Debian; it is an added service provided to
users.

More than a selection criteria for Debian, this text has become an authority on the subject of free
software, and has served as the basis for the “Open Source definition”. 1t is, thus, historically
one of the first formalizations of the concept of “free software”.

The GNU General Public License, the BSD License, and the Artistic License are examples of tradi-
tional free licenses that follow the 9 points mentioned in this text. Below you will find the text
as it is published on the Debian website.

http://www.debian.org/social contract#guidelines

1. Free redistribution. The license of a Debian component may not restrict any party from
selling or giving away the software as a component of an aggregate software distribution
containing programs from several different sources. The license may not require a royalty
or other fee for such sale.

BACK TO BASICS The GNU GPL, the BSD license, and the Artistic License all comply
Free licenses  With the Debian Free Software Guidelines, even though they are very
different.

The GNU GPL, used and promoted by the FSF (Free Software Foun-
dation), is the most common. A particular feature thereof is that any
redistributed program or work derived from a program incorporating
or using GPL code, can only be distributed according to its terms. It
prohibits, thus, any reuse in a proprietary application. This poses seri-
ous problems for the reuse of GPL code in free software incompatible
with this license. As such, it is sometimes impossible to link a pro-
gram published under another free software license with a library dis-
tributed under the GPL. On the other hand, this license is very solid in
American law: FSF lawyers have participated in the drafting thereof,
and have often forced violators to reach an amicable agreement with
the FSF without going to court.

http://www.gnu.org/copyleft/gpl.html
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The BSD license is the least restrictive: everything is permitted, in-
cluding use of modified BSD code in a proprietary application. Mi-
crosoft even uses it, basing the TCP/IP layer of Windows NT on that
of the BSD kernel.

http://www.opensource.org/licenses/bsd-1license.php
Finally, the Artistic License reaches a compromise between these two

others: integration of code in a proprietary application is permitted,

but any modification must be published.
http://www.opensource.org/licenses/artistic-license-2.0.

php

The complete text of these licenses is available in /usr/share/

common- licenses/ on any Debian system.

2. Source code. The program must include source code, and must allow distribution in
source code as well as compiled form.

3. Derived works. The license must allow modifications and derived works, and must allow
them to be distributed under the same terms as the license of the original software.

4, Integrity of the author's source code. The license may restrict source-code from being
distributed in modified form only if the license allows the distribution of “patch files” with
the source code for the purpose of modifying the program at build time. The license must
explicitly permit distribution of software built from modified source code. The license
may require derived works to carry a different name or version number from the original
software (This is a compromise. The Debian group encourages all authors not to restrict any files,
source or binary, from being modified).

5. No discrimination against persons or groups. The license must not discriminate
against any person or group of persons.

6. No discrimination against fields of endeavor. The license must not restrict anyone
from making use of the program in a specific field of endeavor. For example, it may not
restrict the program from being used in a business, or from being used for genetic re-
search.

7. Distribution of license. The rights attached to the program must apply to all to whom
the program is redistributed without the need for execution of an additional license by
those parties.

8. License must not be specific to Debian. The rights attached to the program must not
depend on the program being part of a Debian system. If the program is extracted from
Debian and used or distributed without Debian but otherwise within the terms of the pro-
gram's license, all parties to whom the program is redistributed should have the same
rights as those that are granted in conjunction with the Debian system.

9. License must not contaminate other software. The license must not place restrictions
on other software that is distributed along with the licensed software. For example, the
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license must not insist that all other programs distributed on the same medium must be
free software.

BACK TO BASICS Copyleft is a principle that consists in using copyrights to guarantee
the freedom of a work and its derivatives, rather than restrict the rights
of uses, as is the case with proprietary software. It is, also, a play of
words on the term “copyright”. Richard Stallman discovered the idea
when a friend of his, fond of puns, wrote on an envelope addressed
to him: “copyleft: all rights reversed”. Copyleft imposes preservation
of all initial liberties upon distribution of an original or modified ver-
sion of a program. It is, thus, not possible to distribute a program as
proprietary software if it is derived from code from a copyleft released
program.

Copyleft

The copyleft license most known is, of course, the GNU GPL, and
derivatives thereof, the GNU LGPL or GNU Lesser General Public Li-
cense, and the GNU FDL or GNU Free Documentation License. Sadly,
the copyleft licenses are generally incompatible with each other. Con-
sequently, it is best to use only one of them.

COMMUNITY Bruce Perens, the second leader of the Debian project, just after lan Mur-
dock, was very controversial in his dynamic and authoritarian methods. He
nevertheless remains an important contributor to Debian, to whom Debian
is especially indebted for the editing of the famous “Debian Free Software
Guidelines” (DFSG), an original idea of Ean Schuessler. Subsequently, Bruce
would derive from it the famous “Open Source Definition”, removing all ref-
erences to Debian from it.

Bruce Perens, a controversial
leader

http://www.opensource.org/

His departure from the project was quite emotional, but Bruce has remained
strongly attached to Debian, since he continues to promote this distribution
in political and economic spheres. He still sporadically appears on the e-mail
lists to give his advice and present his latests initiatives in favor of Debian.

Last anecdotal point, it was Bruce who was responsible for inspiring the dif-
ferent “codenames” for Debian versions (1.1 — Rex, 1.2 — Buzz, 1.3 — Bo, 2.0
— Hamm, 2.1 — Slink, 2.2 — Potato, 3.0 — Woody, 3.1 — Sarge, 4.0 — Etch, 5.0 —
Lenny, 6.0 — Squeeze, Testing — Wheezy, Unstable — Sid). They are taken from
the names of characters in the Toy Story movie. This animated film entirely
composed of computer graphics was produced by Pixar Studios, with whom
Bruce was employed at the time that he lead the Debian project. The name
“Sid” holds particular status, since it will eternally be associated with the Un-
stable branch. In the film, this character was the neighbor child, who was
always breaking toys — so beware of getting too close to Unstable. Otherwise,
Sid is also an acronym for “Still In Development”.

The Inner Workings of the Debian Project

The bounty produced by the Debian project results simultaneously from the work on the infras-
tructure performed by experienced Debian developers, individual or collective work of devel-
opers on Debian packages, and user feedback.
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The Debian Developers

Debian developers have various responsibilities, and as official project members, they have
great influence on the direction the project takes. A Debian developer is generally responsi-
ble for at least one package, but according to their available time and desire, they are free to
become involved in numerous teams, acquiring, thus, more responsibilities within the project.

http://www.debian.org/devel/people
http://www.debian.org/intro/organization

http://wiki.debian.org/Teams

TOOL Debian has a database including all developers registered with the project,
and their relevant information (address, telephone, geographical coordinates
such as longitude and latitude, etc.). Some information (first and last name,
country, username within the project, IRC username, GnuPG key, etc.) are
public and available on the Web.

Developer's database

http://db.debian.org/

The geographical coordinates allow the creation of a map locating all of the
developers around the globe. Debian is truly an international project: Its de-
velopers can be found an all continents, although the majority are in the West.

Figure 1.1 World-wide distribution of Debian developers

Package maintenance is a relatively regimented activity, very documented or even regulated.
It must, in effect, respect all of the standards established by the Debian Policy. Fortunately, there
many tools that facilitate the maintainer's work. The developer can, thus, focus on the specifics
of their package and on more complex tasks, such as squashing bugs.

http://www.debian.org/doc/debian-policy/
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BACK TO BASICS

Package maintenance, the
developer's work

Maintaining a package entails, first, “packaging” a program. Specifically, this
means to define the means of installation so that, once installed, this pro-
gram will operate and comply with all of the rules the Debian project sets
for itself. The result of this operation is saved in a .deb file. Effective instal-
lation of the program will then require nothing more than extraction of this
compressed archive and execution of some pre-installation or post-installation
scripts contained therein.

After this initial phase, the maintenance cycle truly begins: preparation of up-
dates to follow the latest version of the Debian Policy, fixing bugs reported by
users, inclusion of a new “upstream” version of the program, which naturally
continues to develop simultaneously (e.g. at the time of the initial packag-
ing, the program was at version 1.2.3. After some months of development, the
original authors release a new stable version, numbered version 1.4.0. At this
point, the Debian maintainer should update the package, so that users can
benefit from its latest stable version).

The Policy, an essential element of the Debian Project, establishes the norms ensuring both the
quality of the packages and perfect interoperability of the distribution. Thanks to this Policy,
Debian remains consistent despite its gigantic size. This Policy is not fixed in stone, but contin-
uously evolves thanks to proposals formulated on the debian-policy@lists.debian.org mailing
list. Amendments that are approved by all are accepted and applied to the text by a small group
of maintainers who have no editorial responsibility (they only include the modifications agreed
upon by the Debian developers that are members of the above-mentioned list). You can read
current amendment proposals on the bug tracking system:

http://bugs.debian.org/debian-policy

COMMUNITY

Policy editorial process

Anyone can propose an amendment to the Debian Policy just by submit-
ting a bug report with a severity level of “wishlist” against the debian-policy
package. The process that then starts is documented in /usr/share/doc/
debian-policy/Process.html: If it is acknowledged that the problem re-
vealed must be resolved by creating a new rule in the Debian Policy, discussion
thereof then begins on the debian-policy@lists.debian.org mailing list until a
consensus is reached and a proposal issued. Someone then drafts the desired
amendment and submits it for approval (in the form of a patch to review).
As soon as two other developers approve the fact that the proposed amend-
ment reflects the consensus reached in the previous discussion (they “sec-
ond” it), the proposal can be included in the official document by one of the
debian-policy package maintainers. If the process fails at one of these steps,
the maintainers close the bug, classifying the proposal as rejected.

DEBIAN POLICY

The documentation

Documentation for each package is stored in /usr/share/doc/package/.
This directory often contains a README . Debian file describing the Debian spe-
cific adjustments made by the package maintainer. It is, thus, wise to read
this file prior to any configuration, in order to benefit from their experience.
We also find a changelog.Debian.gz file describing the changes made from
one version to the next by the Debian maintainer. This is not to be confused
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with the changelog. gz file (or equivalent), which describes the changes made
by the upstream developers. The copyright file includes information about
the authors and the license covering the software. Finally, we may also find
a file named NEWS.Debian.gz, which allows the Debian developer to commu-
nicate important information regarding updates (if apt-listchanges is used,
the messages are automatically shown by apt). All other files are specific to
the software in question. We especially like to point out the examples sub-
directory, which frequently contains examples of configuration files.

The Policy covers very well the technical aspects of packaging. The size of the project also raises
organizational problems; these are dealt with by the Debian Constitution, which establishes a
structure and means for decision making.

This constitution defines a certain number of roles and positions, plus responsibilities and au-
thorities for each. It is particularly worth noting that Debian developers always have ultimate
decision making authority by a vote of general resolution, wherein a qualified majority of three
quarters (75%) of votes is required for significant alterations to be made (such as those with an
impact on the Foundation Documents). However, developers annually elect a “leader” to repre-
sent them in meetings, and ensure internal coordination between varying teams. This election
is always a period of intense discussions. This leader's role is not formally defined by any docu-
ment: candidates for this post usually propose their own definition of the position. In practice,
the leader's roles include serving as a representative to the media, coordinating between “in-
ternal” teams, and providing overall guidance to the project, within which the developers can
relate: the views of the DPL are implicitly approved by the majority of project members.

Specifically, the leader has real authority; his vote resolves tie votes; he can make any decision
which is not already under the authority of someone else and can delegate part of his responsi-
bilities.

Since its inception, the project has been successively lead by lan Murdock, Bruce Perens, lan
Jackson, Wichert Akkerman, Ben Collins, Bdale Garbee, Martin Michlmayr, Branden Robinson,
Anthony Towns, Sam Hocevar, Steve McIntyre and Stefano Zacchiroli.

The constitution also defines a “technical committee”. This committee's essential role is to
decide on technical matters when the developers involved have not reached an agreement be-
tween themselves. Otherwise, this committee plays an advisory role for any developer who
fails to make a decision for which they are responsible. It is important to note that they only
get involved when invited to do so by one of the parties in question.

Finally, the constitution defines the position of “project secretary”, who is in charge of the or-
ganization of votes related to the various elections and general resolutions.

The “general resolution” procedure is fully detailed in the constitution, from the initial discus-
sion period to the final counting of votes. For further details see:

http://www.debian.org/devel/constitution.en.html
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CULTURE A “flamewar” is an exceedingly impassioned debate, which frequently ends
Flamewar, discussion that UP With people attacking each other once all reasonable argumentation has
catches fire been exhausted on both sides. Certain themes are more frequently subject
to polemics than others (for example, the choice of text editor, “do you prefer
vi or emacs?”). The matters often provoke very rapid e-mail exchanges due to
the sheer number of people with an opinion on the matter (everyone) and the
very personal nature of such questions.

Nothing particularly useful generally comes from such discussions; stay out
of such debates, and rapidly skim through their content. Full reading would
be too time-consuming.

Even if this constitution establishes a semblance of democracy, the daily reality is quite differ-
ent: Debian naturally follows the free software rules of the do-ocracy: it's the one who does, who
gets to decide. A lot of time can be wasted debating the respective merits of various ways to ap-
proach a problem; the chosen solution will be the first functional and satisfying one... honoring
the time that a competent person did put into it.

This is the only way to earns one's stripes: do something useful and show that one has worked
well. Many Debian “administrative” teams operate by appointment, preferring volunteers who
have already effectively contributed and proved their competence. This method is practical,
because the most of the work these teams do is public, therefore, accessible to any interested
developer. This is why Debian is often described as a “meritocracy”.

CULTURE Meritocracy is a form of government in which authority is exercised by those
Meritocracy, the reign of with the greatest merit. For Debian, merit is a measure of competence, which
knowledge is, itself, assessed by observation of past actions by one or more others within
the project (Stefano Zacchiroli, the current project leader, speaks of “do-
ocracy”, meaning “power to those who get things done”). Their simple ex-
istence proves a certain level of competence; their achievements generally be-
ing free software, with available source code, which can easily be reviewed by
peers to assess their quality.

This effective operational method guarantees the quality of contributors in the “key” Debian
teams. This method is by no means perfect and occasionally there are those who do not ac-
cept this way of operating. The selection of developers accepted in the teams may appear a bit
arbitrary, or even unfair. Furthermore, not everybody has the same definition of the service
expected from these teams. For some, it is unacceptable to have to wait eight days for inclusion
of a new Debian package, while others will wait patiently for three weeks without a problem.
As such, there are regular complaints from the disgruntled about the “quality of service” from
some teams.

COMMUNITY The team in charge of admitting new developers is the most regularly criti-
Integration of new cized. One must acknowledge that, throughout the years, the Debian project
maintainers has become more and more demanding of the developers that it will accept.

Some people may see some injustice in that, but we must confess that, what
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were only little challenges at the beginning have become much greater in a
community of over 1,000 people, when it comes to ensuring the quality and
integrity of everything that Debian produces for its users.

Furthermore, the acceptance procedure is concluded by review of the candi-
dacy by a small team, the Debian Account Managers. These managers are,
thus, particularly exposed to criticism, since they have final say in the inclu-
sion or rejection of a volunteer within the Debian developers community. In
practice, sometimes they must delay the acceptance of a person until they
have learned more about the operations of the project. One can, of course,
contribute to Debian before being accepted as an official developer, by being
sponsored by current developers.

The Active Role of Users

Is it relevant to mention the users among those who work within the Debian project? Yes: They
play a critical role in the project. Far from being “passive”, some of our users run development
versions of Debian and regularly file bug reports to indicate problems. Others go even further
and submit improvements ideas, by filing a bug report with a severity level of “wishlist”, or even
submit corrections to the source code, called “patches” (see sidebar “Patch, how to send a fix”

(page 15)).

TOOL

Bug tracking system

The Debian Bug Tracking System (Debian BTS) envelopes the project. The
public part of the web interface allows users to view all bugs reported, with
the option to display a sorted list of bugs selected according to various cri-
teria, such as: affected package, severity, status, address of the reporter, ad-
dress of the maintainer in charge of it, tag, etc. It is also possible to browse
the complete historical listing of all discussions regarding each of the bugs.

Below the surface, the Debian BTS communicates via e-mail: all informa-
tion that it stores come from messages sent by the various persons involved.
Any e-mail sent to 12345@bugs.debian.org will, thus, be assigned to the his-
tory for bug no. 12345. Authorized persons may “close” a bug by writing
a message describing the reasons for the decision to close to 12345-done@
bugs.debian.org (a bug is closed when the indicated problem is resolved or
no longer relevant). A new bug is reported by sending an e-mail to submit@
bugs.debian.org according to a specific format which identifies the package
in question. The address control@bugs.debian.org allows editing of all the
“meta-information” related to a bug.

Debian BTS has other functional features, as well, such as the use of tags for
labeling bugs. For more information, see

http://www.debian.org/Bugs/

VOCABULARY
Severity of a bug
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The severity of a bug formally assigns a degree of gravity to the problem in-
dicated. Effectively, not all bugs have the same importance; for instance, a
typing error in a man page is not comparable to a security vulnerability in
server software.
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Debian uses an extended severity scale to precisely indicate the severity of a
bug. Each level is defined precisely in order to facilitate the selection thereof.

http://www.debian.org/Bugs/Developer#severities

Additionally, numerous satisfied users of the service offered by Debian like to make a contribu-
tion of their own to the project. As not everyone has appropriate levels of expertise in program-
ming, they choose, perhaps, to assist with the translation and review of documentation. There
are language-specific mailing lists for various languages. For French, for instance, it is debian-
110n-french@lists.debian.org.

http://www.debian.org/intl/french/

BACK TO BASICS

What are i18n and 110n?

BACK TO BASICS

Patch, how to send a fix

TOOL

Report a bug with reportbug

“i18n” and “I10n” are the abbreviations for the words “internationalization”
and “localization”, respectively, preserving the initial and last letter of each
word, and the number of letters in the middle.

To “internationalize” a program consists of modifying it so that it can be trans-
lated (localized). This involves partially rewriting a program initially written
to work in one language in order to be able to open it to all languages.

To “localize” a program consists of translating the original messages (fre-
quently in English) to another language. For this, it must have already been
internationalized.

In summary, internationalization prepares the software for translation, which
is then executed by localization.

A patch is a file describing changes to be made to one or more reference files.
Specifically, it will contain a list of lines to be removed or added to the code,
as well as (sometimes) lines taken from the reference text, replacing the modi-
fications in context (they allow identification of the placement of the changes
if the line numbers have been changed).

The tool used for applying the modifications given in such a file is simply
called patch. The tool that creates it is called diff, and is used as follows:

$ diff -u file.old file.new >file.patch
The file.patch file contains the instructions for changing the content of

file.old into file.new. We can send it to someone, who can then use it
to recreate file.new from the two others, like this:

$ patch -p0 file.old <file.patch

The file, file.old, is now identical to file.new.

The reportbug tool facilitates sending bug reports on a Debian package. It
can check to make sure the bug in question hasn't already been filed, thus

prevent redundancy in the system. It reminds the user of the definitions of
the severity levels, for reporting to be as accurate as possible (the developer
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can always fine-tune these parameters later, if needed). It helps to write a
complete bug report without the user needing to know the precise syntax, by
writing it and allowing the user to edit it. This report will then be sent via an
e-mail server (local, by default, but reportbug can also use a remote server).

This tool first targets the development versions, only concerned with the res-
olution of bugs. A stable version of Debian is, in effect, written in stone, with
the exception of security updates or other important updates (if, for exam-
ple, a package is not working at all). A correction of a minor bug in a Debian
package must, thus, wait for the next stable version.

All of these mechanisms are accentuated by user behavior. Far from being isolated, they are
a true community within which numerous exchanges take place. We especially note that im-
pressive activity on the user discussion mailing list, debian-user@lists.debian.org (Chapter 7,
Solving Problems and Finding Relevant Information (page 132) discusses this in greater detail).

Not only do users help themselves on technical issues that directly affect them, but they also
discuss the best ways to contribute to the Debian project and help it move forward — discussions
that frequently result in suggestions for improvements.

Since Debian does not expend funds on any self-promoting marketing campaigns, its users play
an essential role in its diffusion, ensuring its notoriety via word-of-mouth.

This method functions quite well, since Debian fans are found at all levels of the free software
community: from install parties (workshops where seasoned users assist newcomers to install
the system) organized by local LUGs or “Linux User Groups”, to association booths at large tech
conventions dealing with Linux, etc.

Volunteers make posters, brochures, and other useful promotional materials for the project,
which they make available to everyone, and which Debian provides freely on its website:

http://www.debian.org/events/material

Teams and Sub-Projects

Debian is organized immediately around the concept of source packages, each with its main-
tainer or group of maintainers. Numerous work teams have slowly appeared, ensuring admin-
istration of the infrastructure, management of tasks not specific to any package in particular
(quality assurance, Debian Policy, installer, etc.), with the latest teams growing up around sub-
projects.

Existing Debian Sub-Projects

To each their own Debian! A sub-project is a group of volunteers interested in adapting Debian
to specific needs. Beyond the selection of a sub-group of programs intended for a particular
domain (education, medicine, multimedia creation, etc.), this also involves improving existing
packages, packaging missing software, adapting the installer, creating specific documentation,
and more.
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VOCABULARY

Sub-project and derivative
distribution

The development process for a derivative distribution consists in starting with
a particular version of Debian and making a number of modifications to it. The
infrastructure used for this work is completely external to the Debian project.
There isn't necessarily a policy for contributing improvements. This difference
explains how a derivative distribution may “diverge” from its origins, and why
they have to regularly resynchronize with their source in order to benefit from
improvements made upstream.

On the other hand, a sub-project can not diverge, since all the work on it
consists of directly improving Debian in order to adapt it to a specific goal.

The most known distribution derived from Debian is, without a doubt,
Ubuntu, but there are many. See Appendix A, Derivative Distributions (page
433) to learn about their particularities and their positioning in relationship
to Debian.

Here is a small selection of current sub-projects:

« Debian-Junior, by Ben Armstrong, offering an appealing and easy to use Debian system

for children;

+ Debian-Edu, by Petter Reinholdtsen, focused on the creation of a specialized distribution
for the academic world;

« Debian Med, by Andreas Tille, dedicated to the medical field;

+ Debian-Multimedia, from the creators of Agnula, which deals with multimedia creation;

« Debian-Desktop, by Colin Walters, focuses on the desktop;

« Debian-Ham, created by Bruce Perens, targets ham radio enthusiasts;

« Debian-NP (Non-Profit) is for not-for-profit organizations;

« Debian-Lex, finally, is intended for work within the legal field.

This list will most likely continue to grow with time and improved perception of the advantages
of Debian sub-projects. Fully supported by the existing Debian infrastructure, they can, in effect,
focus on work with real added value, without worrying about remaining synchronized with
Debian, since they are developed within the project.

PERSPECTIVE

Debian in academia

Debian-Edu was, initially, a French project, created by Stéphane Casset and
Raphaél Hertzog, within the company, Logidée, on behalf of a pedagogical
documentation departmental center. Raphaél then integrated it with Debian
as a sub-project. Due to time constraints, it has not progressed further, as is
often the case with free software projects lacking contributors.

Likewise, a team of Norwegians worked on a similar distribution, also based on
the debian-installer. SkoleLinux's progress being significant, Raphaél sug-
gested that it become part of the Debian family and to take over the Debian-
Edu sub-project.
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PERSPECTIVE

Debian for multimedia

Agnula was a European project, managed under the direction of an Italian
team. It entailed, for the “DeMuDi” part, the development of a version of
Debian dedicated to multimedia applications. Certain members of the project,
especially Marco Trevisani, wanted to perpetuate it by integrating it within
the Debian Project. The Debian-Multimedia sub-project was born.

http://wiki.debian.org/DebianMultimedia

The project, however, had difficulty in forging an identity and taking off. Free
Ekanayaka did the work within Debian, but offered the results under the form
of a derivative distribution, which is now known as 64Studio. This distribution
is affiliated with a new company that offers technical support.

http://www.64studio.com/

Administrative Teams

Most administrative teams are relatively closed and recruit only by cooptation. The best means
to become a part of one is to intelligently assist the current members, demonstrating that you
have understood their objectives and methods of operation.

The ftpmasters are in charge of the official archive of Debian packages. They maintain the pro-
gram that receives packages sent by developers and automatically installs them, after some
checks, on the reference server (ftp-master.debian.org).

They must also verify the licenses of all new packages, in order to ensure that Debian may dis-
tribute them, prior to including them in the corpus of existing packages. When a developer
wishes to remove a package, they address this team through the bug tracking system and the
“pseudo-package” ftp.debian.org.

VOCABULARY

The pseudo-package, a
monitoring tool

TOOL

FusionForge, the Swiss Army
Knife of collaborative
development

The Debian Administrator's Handbook

The bug tracking system, initially designed to associate bug reports with a De-
bian package, has proved very practical to manage other matters: lists of prob-
lems to be resolved or tasks to manage without any link to a particular Debian
package. The “pseudo-packages” allow, thus, certain teams to use the bug
tracking system without associating a real package with their team. Every-
one can, thus, report issues that needs to be dealt with. The BTS has an entry
fip.debian.org to report problems on the official package archive or simply to
request removal of a package. Likewise, the pseudo-package www.debian.org
refers to errors on the Debian website, and lists.debian.org gathers all the prob-
lems concerning the mailing lists.

FusionForge is a program that enables creation of sites similar to www.
sourceforge.net, alioth.debian.org, or even savannah.gnu.org. It hosts projects
and provides a range of services that facilitate collaborative development.
Each project will have a dedicated virtual space there, including a web site,
bug tracking system, patch monitoring system, survey tool, file storage, fo-
rums, version control system repositories, mailing lists and various other re-
lated services.
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alioth.debian.org is Debian's FusionForge server, administered by Roland Mas,
Tollef Fog Heen, Stephen Gran, and Christian Bayle. Any project involving one
or more Debian developers can be hosted there.

http://alioth.debian.org/

Very complex for the broad scope of services that it offers, FusionForge is
otherwise relatively easy to install, thanks to the exceptional work of Roland
Mas and Christian Bayle on the fusionforge Debian package.

The debian-admin team (debian-admin@lists.debian.org), as one might expect, is responsible for
system administration of the many servers used by the project. They ensure optimal function-
ing of all base services (DNS, Web, e-mail, shell, etc.), install software requested by Debian de-
velopers, and take all precautions in regards to security.

TOOL

Package tracking system

This is one of Raphaél's creations. The basic idea is, for a given package, to
centralize as much information as possible on a single page. Thus, one can
quickly check the status of a program, identify tasks to be completed, and of-
fer one's assistance. This is why this page gathers all bug statistics, available
versions in each distribution, progress of a package in the Testing distribution,
the status of translations of descriptions and debconf templates, the eventual
availability of a new upstream version, notices of noncompliance with the lat-
est version of the Debian Policy, information on the maintainer, and any other
information that said maintainer wishes to include.

http://packages.qa.debian.org/

An e-mail subscription service completes this web interface. It automatically
sends the following selected information to the list: bugs and related discus-
sions, availability of a new version on the Debian servers, translations com-
pleted (for revision), etc.

Advanced users can, thus, follow all of this information closely and even con-
tribute to the project, once they've got a good enough understanding of how
it works.

Another web interface, known as Debian Developer's Packages Overview
(DDPO), provides each developer a synopsis of the status of all Debian pack-
ages placed under their charge.

http://qa.debian.org/developer.php

These two websites comprise the tools for Debian QA (Quality Assurance), the
group responsible for quality assurance within Debian.

The listmasters administer the e-mail server that manages the mailing lists. They create new
lists, handle bounces (delivery failure notices), and maintain spam filters (unsolicited bulk e-

mail).

CULTURE

Traffic on the mailing lists:
some figures

The mailing lists are, without a doubt, the best testimony to activity on a proj-
ect, since they keep track of everything that happens. Some statistics (from
2007) regarding our mailing lists speak for themselves: Debian hosts more
than 180 lists, totaling 175,000 individual subscriptions. The 45,000 messages
sent each month generate 1 million e-mails daily.
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Each specific service has its own system administration team, generally composed of volunteers
who have installed it (and also frequently programmed the corresponding tools themselves).
This is the case of the bug tracking system (BTS), the package tracking system (PTS), alioth.
debian.org (FusionForge server, see sidebar), the services available on qa.debian.org, lintian.
debian.org, buildd.debian.org, cdimage.debian.org, etc.

Development Teams, Transversal Teams

Unlike administrative teams, the development teams are rather widely open, even to outside
contributors. Even if Debian does not have a vocation to create software, the project needs some
specific programs to meet its goals. Of course, developed under a free software license, these
tools make use of methods proven elsewhere in the free software world.

CULTURE

CVS

CVS (Concurrent Versions System) is a tool for collaborative work on multiple
files, while maintaining a history of modifications. The files in question are
generally text files, such as a program's source code. If several people work
together on the same file, cvs can only merge the alterations made if they were
made to different portions of the file. Otherwise, these “conflicts” must be
resolved by hand. This system manages modifications, line by line, by storing
diff patches from one version to another.

CVS uses a central archive (called a CVS repository) to store files and the
history of their modifications (each revision is recorded in the form of a diff
patch file, intended to be used on the prior version). Everyone checks out
a particular version (working copy) to work on. The tool allows one to view
the modifications made to the working copy (cvs diff), to record them in the
central repository by creating a new entry in the versions history (cvs commit),
to update the working copy to include modifications made in parallel by other
uses (cvs update), and to record a particular configuration in the history in
order to be able to easily extract it later on (cvs tag).

CVS experts will know how to handle multiple concurrent versions of a project
in development without them interfering with each other. These versions are
called branches. This metaphor of a tree is fairly accurate, since a program is
initially developed on a common trunk. When a milestone has been reached
(such as version 1.0), development continues on two branches: the develop-
ment branch prepares the next major release, and the maintenance branch
manages updates and fixes for version 1.0.

cvs, however, does have some limitations. It is unable to manage symbolic
links, changes in file or directory names, the deletion of directories, etc. It has
contributed to the appearance of more modern, and free alternatives which
have filled in most of these gaps. These include, especially, subversion (svn),
git, bazaar (bzr), and mercurial (hg).

http://subversion.tigris.org/
http://git-scm.com/
http://bazaar-vcs.org/

http://mercurial.selenic.com/

Debian has developed little software of its own, but certain programs have assumed a starring
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role, and their fame has spread beyond the scope of the project. Good examples are dpkg, the
Debian package management program (it is, in fact, an abbreviation of Debian PacKaGe), and
apt, a tool to automatically install any Debian package, and its dependencies, guaranteeing the
cohesion of the system after upgrade (its name is an acronym for Advanced Package Tool). Their
teams are, however, much smaller, since a rather high level of programming skill is required for
overall understanding of the operations of these types of programs.

The most important team is probably that for the Debian installation program, debian-insta
1ler, which has accomplished a work of momentous proportions since its conception in 2001.
Numerous contributors were needed, since it is difficult to write a single program able to install
Debian on a dozen different architectures. Each one has its own mechanism for booting and
its own bootloader. All of this work is coordinated on the debian-boot@lists.debian.org mailing
list, under the direction of Otavio Salvador and Joey Hess.

http://www.debian.org/devel/debian-installer/
http://kitenet.net/~joey/blog/entry/d-i retrospective/

The debian-cd program team, very small, has an even more modest objective. Many “small”
contributors are responsible for their architecture, since the main developer can not know all
the subtleties, nor the exact way to start the installer from the CD-ROM.

Many teams must collaborate with others in the activity of packaging: debian-ga@lists.debian.
org tries, for example, to ensure quality at all levels of the Debian project. The debian-policy@
lists.debian.org list develops Debian Policy according to proposals from all over the place. The
teams in charge of each architecture (debian-architecture@lists.debian.org) compile all pack-
ages, adapting them to their particular architecture, if needed.

Other teams manage the most important packages in order to ensure maintenance without plac-
ing too heavy a load on a single pair of shoulders; this is the case with the C library and debian-
glibc@lists.debian.org, the C compiler on the debian-gcc@lists.debian.org list, or Xorg on the
debian-x@lists.debian.org (this group is also known as the X Strike Force, coordinated by Cyril
Brulebois).

The Role of Distributions

A GNU/Linux distribution has two main objectives: install a free operating system on a com-
puter (either with or without an existing system or systems), and provide a range of software
covering all of the users' needs.

The Installer: debian-installer

The debian-installer, designed to be extremely modular in order to be as generic as possi-
ble, answers the first. It covers a broad range of installation situations and in general, greatly
facilitates the creation of a derivative installer to correspond to a particular case.

This modularity, which makes it also very complex, may annoy the developers discovering this
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tool. Whether used in graphical or text mode, the user's experience is still similar. Great efforts
have been made to reduce the number of fields to fill; this explains the inclusion of automatic
hardware detection software.

It is interesting to note that distributions derived from Debian differ greatly on this aspect, and
provide a more limited installer (often confined to the 1386 architecture), but more user-friendly
for the uninitiated. On the other hand, they usually refrain from straying too far from package
contents in order to benefit as much as possible from the vast range of software offered without
causing compatibility problems.

The Software Library

Quantitatively, Debian is undeniably the leader in this respect, with over 14,500 source packages.
Qualitatively, Debian’s policy and long testing period prior to releasing a new stable version,
justify its reputation for cohesion and stability. As far as availability, everything is available
on-line through numerous mirrors, updated every six hours.

Many retailers sell CD-ROMs on the Internet at a very low price (often at cost), the “images”
for which are freely available for download. There is only one drawback: the low frequency
of releases of new stable versions (their development sometimes takes more than two years),
which delays the inclusion of new software.

Most new free software programs quickly find their way into the development version which
allows them to be installed. If this requires too many updates due to their dependencies, the
program can also be recompiled for the stable version of Debian (see Chapter 15, Creating a
Debian Package (page 412) for more information on this topic).

Lifecycle of a Release

The project will simultaneously have three or four different versions of each program, named
Experimental, Unstable, Testing, and Stable. Each one corresponds to a different phase in devel-
opment. For a good understanding, let us take a look at a program's journey, from its initial
packaging to inclusion in a stable version of Debian.

VOCABULARY The term “release”, in the Debian project, indicates a particular version of
Release a distribution (e.g., “unstable release” means “the unstable version”). It also
indicates the public announcement of the launch of any new version (stable).

The Experimental Status

First let us take a look at the particular case of the Experimental distribution: this is a group of
Debian packages corresponding to the software currently in development, and not necessarily
completed, explaining its name. Not everything passes through this step; some developers add
packages here in order to get feedback from more experienced (or braver) users.
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Otherwise, this distribution frequently houses important modifications to base packages, whose
integration into Unstable with serious bugs would have critical repercussions. It is, thus, a com-
pletely isolated distribution, its packages never migrate to another version (except by direct,
express intervention of the maintainer or the ftpmasters).

The Unstable Status

Let us turn back to the case of a typical package. The maintainer creates an initial package,
which they compile for the Unstable version and place on the ftp-master.debian.org server. This
first event involves inspection and validation from the ftpmasters. The software is then avail-
able in the Unstable distribution, which is risky, but chosen by users who are more concerned
with staying close to the cutting edge, with more up to date packages, than they are worried
about serious bugs. They discover the program and then test it.

If they encounter bugs, they report them to the package's maintainer. The maintainer then
regularly prepares corrected versions, which they upload to the server.

Every newly updated package is updated on all Debian mirrors around the world within less than
six hours. The users then test the corrections and search for other problems resulting from the
modifications. Several updates may then occur rapidly. During these times, autobuilder robots
come into action. Most frequently, the maintainer has only one traditional PC and has com-
piled his package on i386 architecture (or amdé64); the autobuilders take over and automatically
compile versions for all the other architectures. Some compilations may fail; the maintainer
will then receive a bug report indicating the problem, which is then to be corrected in the next
versions. When the bug is discovered by a specialist for the architecture in question, the bug
report may come with a patch ready to use.
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Figure 1.2 Compilation of a package by the autobuilders

QUICK LOOK

buildd, the Debian package
recompiler

buildd is the abbreviation of “build daemon”. This program automatically re-
compiles new versions of Debian packages on the architectures on which it is
hosted (cross-compiling not always being sufficient) .

Thus, to produce binaries for the sparc architecture, the project has sparc ma-
chines available (specifically, Sun brand). The program buildd runs on them
continuously to create package binaries for sparc from source packages sent
by Debian developers.

This software is used on all the computers serving autobuilders for Debian.
By extension, the term buildd frequently is used to refer to these machines,
which are generally reserved solely for this purpose.

Migration to Testing

Abit later, the package will have matured; compiled on all the architectures, it will not have un-
dergone recent modifications. It is then a candidate for inclusion in the Testing distribution — a
group of Unstable packages chosen according to some quantifiable criteria. Every day a program
automatically selects the packages to include in Testing, according to elements guaranteeing a

certain level of quality:

1. lack of critical bugs, or, at least fewer than the version currently included in Testing;
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2. at least 10 days spent in Unstable, which is sufficient time to find and report any serious

problems;

3. successful compilation on all officially supported architectures;

4, dependencies that can be satisfied in Testing, or that can at least be moved there together
with the package in question.

This system is clearly not infallible; critical bugs are regularly found in packages included in
Testing. Still, it is generally effective, and Testing poses far fewer problems than Unstable, being
for many, a good compromise between stability and novelty.

NOTE

Limitations of Testing

COMMUNITY

The Release Manager

Very interesting in principle, Testing poses some practical problems: the tan-
gle of cross-dependencies between packages is such that a package can never
move there completely on its own. With packages all depending upon each
other, it is necessary to move a large number simultaneously, which is im-
possible when some are uploading updates regularly. On the other hand, the
script identifying the families of related packages works hard to create them
(this would be an NP-complete problem, for which, fortunately, we know some
good heuristics). This is why we can manually interact with and guide this
script by suggesting groups of packages, or imposing the inclusion of certain
packages in a group, even if this temporarily breaks some dependencies. This
functionality is accessible to the Release Managers and their assistants.

Recall that an NP-complete problem is of an exponential algorithmic com-
plexity according to the size of the data, here being the length of the code
(the number of figures) and the elements involved. The only way to resolve
it is frequently to examine all possible configurations, which could require
enormous means. A heuristic is an approximate, but satisfying, solution.

Release Manager is an important title, associated with heavy responsibilities.
The bearer of this title must, in effect, manage the release of a new, stable
version of Debian, and define the process for development of Testing until it
meets the quality criteria for Stable. They also define a tentative schedule (not
always followed).

We also have Stable Release Managers, often abbreviated SRM, who manage
and select updates for the current stable version of Debian. They systemati-
cally include security patches and examine all other proposals for inclusion, on
a case by case basis, sent by Debian developers eager to update their package
in the stable version.

The Promotion from Testing to Stable

Let us suppose that our package is now included in Testing. While it has room for improvement,
the manager thereof must continue to improve it and restart the process from Unstable (but its
later inclusion in Testing is generally faster: If it has not changed significantly, all of its depen-
dencies are already available). When it reaches perfection, the maintainer has completed their
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work. The next step is the inclusion in the Stable distribution, which is, in reality, a simple copy
of Testing at a moment chosen by the Release Manager. Ideally this decision is made when the
installer is ready, and when no program in Testing has any known critical bugs.

Since this moment never truly arrives, in practice, Debian must compromise: remove packages
whose maintainer has failed to correct bugs on time, or agree to release a distribution with
some bugs in the thousands of programs. The Release Manager will have previously announced
a freeze period, during which each update to Testing must be approved. The goal here is to
prevent any new version (and its new bugs), and to only approve updates fixing bugs.

Can provide (development)
packages not yet ready for
prime time

Debian developer

Uploads his (working)
Debian packages

Unstable Experimental

Automatic migration
under conditions

Y

Testing

Testing is promoted to “stable”
by the “Release Manager”

Y

Stable

Figure 1.3 A package's path through the various Debian versions

VOCABULARY During the freeze period, development of the Testing distribution is blocked;
Freeze: the home straight "0 more automatic updates are allowed. Only the Release Managers are then
authorized to change packages, according to their own criteria. The purpose
is to prevent the appearance of new bugs by introducing new versions; only
thoroughly examined updates are authorized when they correct significant
bugs.

After the release of a new stable version, the Stable Release Manager manages all further devel-
opment (called “revisions”, ex: 5.0.1, 5.0.2, 5.0.3 for version 5.0). These updates systematically
include all security patches. They will also include the most important corrections (the main-
tainer of a package must prove the gravity of the problem that they wish to correct in order to
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have their updates included).

End of the journey: Our hypothetical package is now included in the stable distribution. This
journey, not without its difficulties, explains the significant delays separating the Debian Stable
releases. This contributes, over all, to its reputation for quality. Furthermore, the majority of
users are satisfied using one of the three distributions simultaneously available. The system
administrators, concerned above all, for the stability of their servers, mock the latest version of
GNOME; They can choose Debian Stable, and they will be satisfied. End users, more interested in
the latest versions of GNOME or KDE than in rock-solid stability, will find Debian Testing to be a
good compromise between a lack of serious problems and relatively up to date software. Finally,
developers and more experienced users may blaze the trail, testing all the latest developments
in Debian Unstable right out of the gate, at the risk of suffering the headaches and bugs inherent
in any new version of a program. To each their own Debian!
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CULTURE

GNOME and KDE, graphical
desktop environments

GNOME (GNU Network Object Model Environment) and KDE (K Desktop
Environment) are the two most popular graphical desktop environments in
the free software world. A desktop environment is a set of programs grouped
together to allow easy management of the most common operations through
a graphical interface. They generally include a file manager, office suite, web
browser, e-mail program, multimedia accessories, etc. The most visible differ-
ence resides in the choice of the graphical library used: GNOME has chosen
GTK+ (free software licensed under the LGPL), and KDE has selected Qt (from
the company, Trolltech, who released it under the GPL license).

http://www.gnome.org/
http://www.kde.org/
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You are the system administrator of a growing small business. In collaboration with
your directors, you come to redefine the information systems master plan for the com-
ing year, and you choose to progressively migrate to Debian for reasons as much prac-
tical as economic. Let's see into more detail what's ahead of you...
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We have envisioned this case study to approach all modern information system services cur-
rently used in a medium sized company. After reading this book, you will have all of the ele-
ments necessary to install Debian on your servers and fly on your own wings. You will also learn
how to effectively find information in the event of difficulties.

Fast Growing IT Needs

Falcot Corp is a manufacturer of high quality audio equipment. The company is growing
strongly, and has two facilities, one in Saint-Etienne, and another in Pau. The first has around
150 employees; it hosts a factory for the manufacturing of speakers, a design lab, and all ad-
ministrative office. The Pau site, which is smaller, only has about 50 workers, and produces
amplifiers.

NOTE The company, Falcot Corp, studied here, is completely fictional. Any resem-
blance to an existing company is purely coincidental. Likewise, certain exam-
ple data throughout this book may be fictional.

Fictional company created
for case study

The computer system has had difficulty keeping up with the company's growth, so they are now
determined to completely redefine it to meet various goals established by management:

« modern, easily scalable infrastructure;
« reducing cost of software licenses thanks to use of Open Source software;

« installation of an e-commerce website, possibly B2B (business to business, i.e. linking of
information systems between different companies, such as a supplier and its clients);

« significant improvement in security to better protect industrial secrets related to new
products.

Underlying these goals, the entire information system will be overhauled.

Master Plan

With your collaboration, IT management has conducted a slightly more extensive study, iden-
tifying some constraints and defining a plan for migration to the chosen Open Source system,
Debian.

A significant constraint identified is that the accounting department uses specific software,
which only runs on Microsoft Windows™. The laboratory, for its part, uses computer aided
design software that runs on MacOS X™,
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Figure 2.1  Overview of the Falcot Corp network

The switch to Debian will be gradual; a small business, with limited means, can not change
everything overnight. For starters, the IT staff must be trained in Debian administration. The
servers will then be converted, starting with the network infrastructure (routers, firewalls, etc.)
followed by the user services (file sharing, Web, SMTP, etc.). Then the office computers will be
gradually migrated to Debian, for each department to be trained (internally) during the deploy-

ment of the new system.

Why a GNU/Linux Distribution?

BACK TO BASICS

Linux or GNU/Linux?

Linux, as you already know, is only a kernel. The expressions, “Linux distribu-
tion” and “Linux system” are, thus, incorrect: they are, in reality, distributions
or systems based on Linux. These expressions fail to mention the software that
always complete this kernel, among with are the programs developed by the
GNU Project. Dr. Richard Stallman, founder of this project, insists that the
expression “GNU/Linux” be systematically used, in order to better recognize
the important contributions made by the GNU Project and the principles of
freedom upon which they are founded.

Debian has chosen to follow this recommendation, and, thus, name its dis-
tributions accordingly (thus, the latest stable release is Debian GNU/Linux
6.0).
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Several factors have dictated this choice. The system administrator, who was familiar with this
distribution, ensured it was listed among the candidates for the computer system overhaul. Dif-
ficult economic conditions and ferocious competition have limited the budget for this operation,
despite its critical importance for the future of the company. This is why Open Source solutions
were swiftly chosen: several recent studies indicate they are less expensive than proprietary
solutions, despite quality of service that is equal or better, so long as personnel qualified to run
them are available.

IN PRACTICE The Total Cost of Ownership is the total of all money expended for the posses-
Total cost of ownership sion or acquisition of an item, in this case referring to the operating system.
(TCO) This price includes any possible license, costs for training personnel to work
with the new software, replacement of machines that are too slow, additional
repairs, etc. Everything arising directly from the initial choice is taken into
account.

This TCO, which varies according to the criteria chosen in the assessment
thereof, is rarely significant, in itself. However, it is very interesting to com-
pare the TCO calculated according to the same rules. This assessment table
is, thus, of paramount importance, and it is easy to manipulate it in order to
draw a predefined conclusion. Thus, the TCO for a single machine doesn't
make sense, since the cost of an administrator is also reflected in the total
number of machines they manage, a number which obviously depend on the
operating system and tools proposed.

Among free operating systems, the IT department looked at the free BSD systems (OpenBSD,
FreeBSD, and NetBSD), GNU Hurd, and Linux distributions. GNU Hurd, which has not yet re-
leased a stable version, was immediately rejected. The choice is simpler between BSD and Linux.
The former have many merits, especially on servers. Pragmatism indicates, however, the choice
of a Linux system since, its installed base and popularity are both very significant and have
numerous positive consequences. Consequent to this popularity, it is easier to find qualified
personnel to administer Linux machines than technicians experienced with BSD. Furthermore,
Linux adapts to newer hardware faster than BSD (although they are often neck and neck in this
race). Finally, Linux distributions are often more adapted to user-friendly graphical user inter-
faces, indispensable for beginners during migration of all office machines to a new system.

ALTERNATIVE Since Debian Squeeze, it is possible to use Debian with a FreeBSD kernel on
Debian GNU/kFreeBSD 32 and 64 bit computers; this is what the architectures, kfreebsd-i386 and
kfreebsd-amd64 mean. While these architectures are labeled “experimental”
(Technology Preview), already 70 to 80% of software packaged by Debian is

available for them.

These architectures may be an appropriate choice for Falcot Corp adminis-
trators, especially for a firewall (the kernel supports three different firewalls:
IPF, IPFW, PF) or for a NAS (network attached storage system, for which the
ZFS filesystem has been tested and approved).
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Why the Debian Distribution?

Once Linux has been endorsed, a more specific option must be chosen. Again, the criteria to
consider abound. The distribution chosen must be able to operate for several years, since the
migration from one to another would entail additional costs (although less than if the migration
were between two totally different operating systems, such as Windows or Mac 0S).

Sustainability is, thus, essential, and it must guarantee regular updates and security patches
over several years. The timing of updates is also significant, since, with so many machines to
manage, Falcot Corp can not handle this complex operation too frequently. The IT department,
therefore, insists on running the latest stable version of the distribution, benefiting from the
best technical assistance, and guaranteed security patches. In effect, security updates are gen-
erally only guaranteed for a limited duration on older versions of a distribution.

Finally, for reasons of homogeneity and ease of administration, the same distribution must run
on all the servers (some of which are Sparc machines, currently running Solaris) and office
computers.

Commercial and Community Driven Distributions

There are two main categories of Linux distributions: commercial and community driven. The
former, developed by companies, are sold with commercial support services. The latter are
developed according to the same open development model as the free software of which they
are comprised.

A commercial distribution will have, thus, a tendency to release new versions more frequently,
in order to better market updates and associated services. Their future is directly connected to
the commercial success of their company, and many have already disappeared (Caldera Linux,
StormLinux, etc.).

A community distribution doesn't follow any schedule but its own. Like the Linux kernel, new
versions are released when they are stable, never before. Its survival is guaranteed, as long as
it has enough individual developers or third party companies to support it.

A comparison of various Linux distributions led to the choice of Debian for various reasons:

« It is a community distribution, with development ensured independently from any com-
mercial constraints; its objectives are, thus, essentially of a technical nature, which seem
to favor the overall quality of the product.

« Of all community distributions, it is the most significant from any perspective: in num-
ber of contributors, number of software packages available, and years of continuous ex-
istence. The size of its community is an incontestable witness to its continuity.

« Statistically, new versions are released every 18 to 24 months, a schedule which is agree-

able to administrators.
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* A survey of several French service companies specialized in free software has shown that
all of them provide technical assistance for Debian; it is also, for many of them, their
chosen distribution, internally. This diversity of potential providers is a major asset for
Falcot Corp's independence.

« Finally, Debian is available on a multitude of architectures, including Sparc; it will, thus,
be possible to install it on Falcot Corp's several Sun servers.

Once Debian has been chosen, the matter of which version to use must be decided. Let's see why
the administrators have picked Debian Squeeze.

Why Debian Squeeze?

At the time of this writing, Debian Squeeze was still the “Testing” distribution, but now, while
you are reading, it will be the new “Stable” version of Debian. This is also the reason for which
we speak of “Debian Squeeze”, rather than “Debian 6.0”, since the version number is not used
prior to its effective release.

You may note a few minor differences between what is written here and what you observe in
practice, even though we have limited these discrepancies as much as possible.

PARTICIPATE Do not hesitate to indicate any error herein to us by e-mail; You can reach
Raphaél at hertzog@debian.org, and Roland at lolando@debian.org.

The choice of Debian Squeeze is well justified based on the fact that any administrator concerned
about the quality of their servers will naturally gravitate towards the stable version of Debian.
Furthermore, this distribution introduces numerous interesting changes: support for the latest
virtualization technologies (KVM), simplified PAM configuration, an improved installer sup-
porting BTRFS, all bringing improvements that directly affect administrators.
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Any computer system overhaul should take the existing system into account. This al-
lows reuse of available resources as much as possible and guarantees interoperability
of the various elements comprising the system. This study will introduce a generic
framework to follow in any migration of a computing infrastructure to Linux.
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Coexistence in Heterogeneous Environments

Debian integrates very well in all types of existing environments and plays well with any other
operating system. This near-perfect harmony comes from market pressure which demands that
software publishers develop programs that follow standards. Compliance with standards allow
administrators to switch out programs: clients or servers, whether free or not.

Integration with Windows Machines

Samba's SMB/CIFS support ensures excellent communication within a Windows context. It
shares files and print queues to Windows clients and includes software that allow a Linux ma-
chine to use resources available on Windows servers.

TOOL Samba version 2 behaves like a Windows NT server (authentication, files, print

Samba queues, downloading printer drivers, DFS, etc.) Version 3 works with Active
Directory, brings interoperability with NT4 domain controllers, and supports
RPCs (Remote Procedure Calls). Version 4 is a rewrite (still experimental), the
purpose of which is to provide functionality of a domain controller compatible
with Active Directory.

Integration with Mac OS machines

Netatalk is a program which uses the Appletalk protocol (running on a Linux kernel) and allows
Debian to interface with a Mac OS network. It ensures the operation of the file server and print
queues, as well as time server (clock synchronization). Its router function allows interconnec-
tion with Appletalk networks.

Integration with Other Linux/Unix Machines

Finally, NFS and NIS, both included, guarantee interaction with Unix systems. NFS ensures file
server functionality, while NIS creates user directories. The BSD printing layer, used by most
Unix systems, also allows sharing of print queues.
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Figure 3.1 Coexistence of Debian with MacOS, Windows and Unix systems

How To Migrate

In order to guarantee continuity of the services, each computer migration must be planned
and executed according to the plan. Whatever the operating system used, this principle never
changes.

Survey and Identify Services

As simple as it seems, this step is essential. A serious administrator truly knows the principal
roles of each server, but such roles can change, and sometimes experienced users may have
installed “wild” services. Knowing that they exist will at least allow you to decide what to do
with them, rather than delete them haphazardly.

For this purpose, it is wise to inform your users of the project before migrating the server. To
involve them in the project, it may be useful to install the most common free software programs
on their desktops prior to migration, which they will come across again after the migration to
Debian; OpenOffice.org and the Mozilla suite are the best examples here.

Network and Processes

The nmap tool (in the package with the same name) will quickly identify Internet services hosted
by a network connected machine without even requiring to log in to it. Simply call the following
command on another machine connected to the same network:

$ nmap mirlaine
Starting Nmap 5.00 ( http://nmap.org ) at 2010-07-29 16:36 CET
Interesting ports on mirlaine (192.168.1.99):
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Not shown: 1694 closed ports
PORT STATE SERVICE

22/tcp open ssh

79/tcp open finger
111/tcp open rpcbind

Nmap done: 1 IP address (1 host up) scanned in 0.19 seconds
ALTERNATIVE Ona Linux machine, the netstat -tupan command will show the list of active

Use netstat to find the list ©f pending TCP sessions, as well UDP ports on which running programs are
listening. This facilitates identification of services offered on the network.

of available services

GOING FURTHER  Some network commands may work either with [Pv4 (the default usually) or
IPve With IPv6. This is especially the case with the nmap and netstat commands,
but also others, such as route or ip. The convention is that this behavior is

enabled by the -6 command-line option.

If the server is a Unix machine offering shell accounts to users, it is interesting to determine if
processes are executed in the background in the absence of their owner. The command ps auxw
displays a list of all processes with their user identity. By checking this information against the
output of the who command, which gives a list of logged in users, it is possible to identify wild
servers or programs running in the background. Looking at crontabs (tables listing automatic
actions scheduled by users) will often provide interesting information on functions fulfilled by
the server (a complete explanation of cron is available in Section 9.7, “Scheduling Tasks with
cron and atd” (page 204)).

In any case, it is essential to backup your servers: this allows recovery of information after the
fact, when users will report specific problems due to the migration.

Backing up the Configuration

It is wise to retain the configuration of every service identified in order to be able to install the
equivalent on the updated server. The strict minimum is to print the configuration files and
make a backup copy of them.

For Unix machines, the configuration files are usually found in /etc/, but they may be located
in a sub-directory of /usr/local/. This is the case if a program has been installed from sources,
rather than with a package. One may also find them, in some cases, under /opt/.

For data managing services (such as databases), it is strongly recommended to export them to
a standard format that will be easily imported by the new software. Such a format is usually in
text mode and documented; it may be, for example, an SQL dump for a database, or an LDIF file
for an LDAP server.
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Figure 3.2 Database backups

Each server software is different, and it is impossible to detail all existing cases. See the new and
current software documentation to identify the exportable (thus, re-importable) portions and
those which will require manual manipulation. Reading this book will clarify the configuration
of the main Linux server programs.

Taking Over an Existing Debian Server

To effectively take over its maintenance, one may analyze a machine already running with De-
bian.

The first file to check is /etc/debian_version, which usually contains the version number for
the installed Debian system (it is part of the base-files package). If it indicates testing/unstable,
it means that the system was updated with packages coming from one of these two development
distributions.

The apt-show-versions program (from the Debian package of the same name) checks the list
of packages installed and identifies the versions available. aptitude can also be used for these
tasks, albeit in a less systematic manner.

A glance at the /etc/apt/sources.list file will show where the installed Debian packages
likely came from. If many unknown sources appear, the administrator may choose to com-
pletely reinstall the computer's system to ensure optimal compatibility with the software pro-
vided by Debian.

The sources. list file is often a good indicator: the majority of administrators keep, at least
in comments, the list of prior APT sources used. But you should not forget that sources used
in the past might have been deleted, and that some random packages grabbed on the Internet
might have been manually installed (with the dpkg command). In this case, the machine is
misleading in its appearance of “standard” Debian. This is why you should pay attention to
any indication that will give away the presence of external packages (appearance of deb files in
unusual directories, package version numbers with a special suffix indicating that it originated
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from outside the Debian project, such as ubuntu or ximian, etc.)

Likewise, it is interesting to analyze the contents of the directory /usr/local/, intended to
contain programs compiled and installed manually. Listing software installed in this manner is
instructive, since this raises questions on the reasons for not using the corresponding Debian
package, if such a package exists.

QUICK LOOK  The cruft package proposes to list the available files that are not owned by any
cruft package. It has some filters (more or less effective, and more or less up to date)
to avoid reporting some legitimate files (files generated by Debian packages,

or generated configuration files not managed by dpkg, etc.).

Be careful to not blindly delete everything that cruft might list!

Installing Debian

All information on the current server being now known, we can shut it down and begin to install
Debian on it.

To choose the appropriate version, we must know the computer's architecture. If it is a PC, it
is most likely to be i386. In other cases, we can narrow down the possibilities according to the
previously used system.

124 | [TIERH

powerpc Mac OS

¥
—l
) Windows

(—-&
i386 Windows

-7 T

sparc Solaris

Figure 3.3 Installing the appropriate Debian version

Table 3.1, “Matching operating system and architecture” (page 45) is not intended to be exhaus-
tive, but may be helpful. In any case, the original documentation for the computer is the most
reliable source to find this information.
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HARDWARE

Next-generation PC

Most recent computers have 64 bit Intel or AMD processors, compatible with
older 32 bit processors; the software compiled for “i386” architecture thus
works. On the other hand, this compatibility mode does not fully exploit the
capabilities of these new processors. This is why Debian provides software
for “ia64” architecture for Intel Itanium chips and “amd64” for AMD chips.
This last also works with Intel “em64t” processors, which are very similar to
AMD64 processors.

Operating System Architecture(s)
DEC Unix (OSF/1) alpha, mipsel

HP Unix hppa

IBM AIX powerpc

Irix mips

MacOS powerpc, mé68k, i386
MVS s390

Solaris, SunOS sparc, m68k, 1386
Ultrix mips

VMS alpha

Windows NT i386, alpha, mipsel
Windows XP / Windows Server 2008 1386, ia64, amde64
Windows Vista / Windows 7 386, amd64

Table 3.1 Matching operating system and architecture

Installing and Configuring the Selected Services

Once Debian is installed, we must install and configure one by one all of the services that this
computer must host. The new configuration must take into consideration the prior one in order
to ensure a smooth transition. All the information collected in the first two steps are useful to
successfully complete this part.
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Figure 3.4 Install the selected services

Prior to jumping in to this exercise with both feet, it is strongly recommended that you read
the remainder of this book. After that you will have a more precise understanding of how to
configure the expected services.
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To use Debian, you need to install it on a computer; this task is taken care of by the
debian-installer program. A proper installation involves many operations. This
chapter reviews them in their chronological order.
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BACK TO BASICS Installing a computer is always simpler when you are familiar with the way
A catch-up course in the it works. If you are not, make a quick detour to Appendix B, Short Remedial
appendices Course (page 437) before reading this chapter.

The installer for Squeeze is based on debian-installer. Its modular design enables it to work in
various scenarios and allows it to evolve and adapt to changes. Despite the limitations implied
by the need to support a large number of architectures, this installer is very accessible to begin-
ners, since it assists users at each stage of the process. Automatic hardware detection, guided
partitioning, and graphical user interfaces have solved most of the problems that newbies used
to face.

Installation requires 56 MB of RAM (Random Access Memory) and at least 650 MB of hard drive
space. All Falcot computers meet these criteria. Note, however, that these figures apply to the
installation of a very limited system without a graphical desktop. A minimum of 512 MB of RAM
and 5 GB of hard drive space are really recommended for a basic office desktop workstation.

BEWARE If you already have Debian Lenny installed on your computer, this chapter is
Upgrading from Lenny Mot for you! Unlike other distributions, Debian allows updating a system from
one version to the next without having to reinstall the system. Reinstalling, in
addition to being unnecessary, could even be dangerous, since it could remove
already installed programs.

The upgrade process will be described in Section 6.6, “Upgrading from One
Stable Distribution to the Next” (page 121).

Installation Methods

A Debian system can be installed from several types of media, as long as the BIOS of the machine
allows it. You can for instance boot with a CD-ROM, a USB key, or even through a network.

BACK TO BASICS BIOS (which stands for Basic Input/Output System) is a software that is in-
BIOS, the hardware/software ~ cluded in the motherboard (the electronic board connecting all peripherals)
interface and executed when the computer is booted, in order to load an operating sys-
tem (via an adapted bootloader). It stays in the background to provide an
interface between the hardware and the software (in our case, the Linux ker-
nel).

Installing from a CD-ROM/DVD-ROM

The most widely used installation media is CD-ROM (or DVD-ROM, which behaves exactly the
same way): the computer is booted from this media, and the installation program takes over.

Various CD-ROMs have different purposes: netinst (network installation) contains the installer
and the base Debian system; all other programs are then downloaded. Its “image”, that is the
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1SO-9660 filesystem that contains the exact contents of the disk, only takes up about 150 MB.
Then we have the businesscard or bizcard CD-ROM, which only provides the installer, and which
requires all the Debian packages (including the base system) to be downloaded. Since its image
only takes up 35 MB, it can be burnt on a “business card” type CD-ROM, from which it takes its
name. Finally, the complete set offers all packages and allows for installation on a computer
that has no Internet access; it requires around 50 CD-ROMs (or eight DVD-ROMs, or two Blu-
ray disks). But the programs are divided among the disks according to their popularity and
importance; the first three disks will be sufficient for most installations, since they contain the
most used software.

TIP  Most installation CD- and DVD-ROMs work only with a specific hardware
Multi-architecture disks architecture. If you wish to download the complete images, you must take
care to choose those which work on the hardware of the computer on which

you wish to install them.

Some CD/DVD-ROM images can work on several architectures. We thus have
a netinst CD-ROM image for the i386 and amd64 architectures. There is also
a DVD-ROM image that contains the installer and a selection of binary pack-
ages for i386 and amd64, as well as the corresponding source packages.

To acquire Debian CD-ROM images, you may of course download them and burn them to disk.
You may also purchase them, and, thus, provide the project with a little financial support. Check
the website to see the list of CD-ROM image vendors and download sites.

http://www.debian.org/CD/index.html
IN PRACTICE Debian CD-/DVD-ROMs can also be purchased; Raphaél Hertzog proposes

Debian on CD-ROM  Some on his blog, where 10% of the profit is donated to the Debian Project,
the remainder of which allows him to devote more time to Debian.

http://www.debian.org/CD/vendors/
http://raphaelhertzog.com/go/debian-cd/

Booting from a USB Key

Since recent computers are able to boot from USB devices, you can also install Debian from a
USB key (this is nothing more than a small flash-memory disk). Be aware, however, that not all
BIOSes are the same; some are able to boot from USB 2.0 devices, while others only work with
USB 1.1. Besides, the USB key must have 512-bytes sectors, and this feature, while common, is
never documented on the packaging of the keys you find for sale.

The installation manual explains how to create a USB key that contains the debian-installer.
The procedure has been significantly simplified with Squeeze, since the ISO images for i386 and
amdeé4 architectures are hybrid images that can boot from a CD-ROM as as well as from a USB
key.

You must first identify the peripheral name of the USB key (ex: /dev/sdb); the simplest means to
do this is to check the messages issued by the kernel using the dnesg command. Then you must
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copy the previously downloaded 1SO image (for example debian-6.0.0-amd64-i386-netinst.iso)
with the command cat debian-6.0.0-amd64-1386-netinst.iso >/dev/sdb;sync. This
command requires administrator rights, since it directly accesses the USB key peripheral and
blindly erases its content.

A more detailed explanation is available in the installation manual. Among other things, it de-
scribes an alternative method of preparing a USB key that is more complex, but that allows to
customize the installer's default options (those set in the kernel command line).

http://www.debian.org/releases/stable/i1386/ch04s03.html

Installing through Network Booting

Many BIOSes allow booting directly from the network by downloading the kernel to boot. This
method (which has several names, such as PXE or TFTP boot) can be a life-saver if the computer
does not have a CD-ROM reader, or if the BIOS can't boot from such media.

This installation method works in two steps. First, while booting the computer, the BIOS (or
the network card) issues a BOOTP/DHCP request to automatically acquire an IP address. When
a BOOTP or DHCP server returns a response, it includes a filename, as well as network settings.
After having configured the network, the client computer then issues a TFPT (Trivial File Trans-
fer Protocol) request for a file whose name was previously indicated. Once this file is acquired, it
is executed as though it were a bootloader. This then launches the Debian installation program,
which is executed as though it were running from the hard drive, a CD-ROM, or a USB key.

All the details of this method are available in the installation guide (“Preparing files for TFTP
Net Booting” section).

http://www.debian.org/releases/stable/i1386/ch05s01.html#boot-tftp
http://www.debian.org/releases/stable/i386/ch04s05.html

Other Installation Methods
When we have to deploy customized installations for a large number of computers, we generally
choose an automated rather than a manual installation method. Depending on the situation
and the complexity of the installations to be made, we can use FAI (Fully Automatic Installer,

described in Section 12.3.1, “Fully Automatic Installer (FAI)” (page 337)), or even a customized
installation CD with preseeding (see Section 12.3.2, “Preseeding Debian-Installer” (page 338)).

Installing, Step by Step

Booting and Starting the Installer

Once the BIOS has begun booting from the CD- or DVD-ROM, the Isolinux bootloader menu ap-
pears. At this stage, the Linux kernel is not yet loaded; this menu allows you to choose the kernel
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to boot and enter possible parameters to be transferred to it in the process.

For a standard installation, you only need to choose “Install” or “Graphical install” (with the
arrows), then press the Enter key to initiate the remainder of the installation process. If the
DVD-ROM is a “Multi-arch” disk (such as the one included with this book), and the machine has
an Intel or AMD 64 bit processor, the menu options “64 bit install” and “64 bit graphical install”
enable the installation of the 64 bit variant (amd64) instead of the default 32 bit variant (i386).
In practice, the 64 bit version is only relevant on a server rather than a desktop workstation,
since it will cause difficulties with the use of certain non-free software that are released only as

binaries.

GOING FURTHER

32 or 64 bits?

IN PRACTICE

Installation alongside an
existing Windows system

BACK TO BASICS

Boot loader

The fundamental difference between 32 and 64 bit systems is the size of mem-
ory addresses. In theory, a 32 bit system can not work with more than 4 GB
of RAM (2% bytes). In practice, it is possible to work around this limitation
by using the 686-bigmem kernel variant, so long as the processor handles the
PAE (Physical Address Extension) functionality. Using it does have a notable
influence on system performance, however. This is why it is useful to use the
64 bit mode on a server with a large amount of RAM.

For an office computer (where a few percent difference in performance is neg-
ligible), you must keep in mind that some proprietary programs are not avail-
able in 64 bit versions (such as Skype and the plugin for handling Java applets
in web browsers, for example). It is technically possible to make them work
on 64 bit systems, but you have to install the 32 bit versions with all the neces-
sary libraries, and often to use setarch or 1inux32 (in the util-linux package)
to trick applications regarding the nature of the system. This is very demand-
ing for a relatively small gain.

If the computer is already running Windows, it is not necessary to delete the
system in order to install Debian. You can have both systems at once, each in-
stalled on a separate disk or partition, and choose which to start when booting
the computer. This configuration is often called “dual boot”, and the Debian
installation system can set it up. This is done during the hard drive partition-
ing stage of installation and while setting up the bootloader (see the sidebars
in those sections).

If you already have a working Windows system, you can even do without the
recovery CD-ROM; Debian offers a Windows program that will download a
light Debian installer and set it up on the hard disk. You then only need to
reboot the computer and choose between normal Windows boot or booting
the installation program. You can also find it on a dedicated website with a
rather explicit name...

http://ftp.debian.org/debian/tools/win32-loader/stable/

http://www.goodbye-microsoft.com/

The bootloader is a low-level program that is responsible for booting the Linux
kernel just after the BIOS passes off its control. To handle this task, it must
be able to locate the Linux kernel to boot on the disk. On i386/amd64 archi-
tectures, the two most used programs to perform this task are LILO, the older
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of the two, and GRUB, a more modern challenger. Isolinux and Syslinux are
alternatives frequently used to boot from removable media.

Each menu entry hides a specific boot command line, which can be configured as needed by
pressing the TAB key before validating the entry and booting. The “Help” menu entry displays
the old command line interface, where the F1 to F10 keys display different help screens detailing
the various options available at the prompt. You will rarely need to use this option except in
very specific cases.

The “expert” mode (accessible in the “Advanced Options” menu) details all possible options
in the process of installation, and allows navigation between the various steps without them
happening automatically in sequence. Be careful, this very verbose mode can be confusing due
to the multitude of configuration choices that it offers.

debian

The Universal Operating System

Installer boot menu

64 bit install

Graphical install

64 bit graphical install
Advanced options >
Help

Figure 4.1 Boot screen

Once booted, the installation program guides you step by step throughout the process. This
section presents each of these steps in detail. Here we follow the process of an installation from
a Multi-Arch DVD-ROM; other types of installlations, (netinst or businesscard) may be slightly
different. We will also address installation in graphical mode, but this differs from “classic”
installation only in appearance.

Selecting the language
The installation program begins in English, but the first step allows the user to choose the lan-

guage that will be used in the rest of the process. Choosing French, for example, will provide
an installation entirely translated into French (and a system configured in French as a result).
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This choice is also used to define more relevant default choices in subsequent stages (notably
the keyboard layout).

BACK TO BASICS Some steps in the installation process require you to enter information. These
Navigating with the ~screens have several areas that may “have focus” (text entry area, checkboxes,
keyboard list of choices, OK and Cancel buttons), and the TAB key allows you to move

from one to another.

In graphical mode, you can use the mouse.

debian . = F % T & T

- e u Choose the langusge to be used for the installation process. The selected language will
= also be the default language for the installed system.
Select a language

Language:
Choose the language to be used for the installation process. The selected language will also be the default language c ~ Mo localization
for the installed system. Albanian - shgip
Language: firabic
Chinese (Simpiified) - A (i) = gz;:z;a” - gi;ﬁ;;:”u
Chinese (Taditional) - (%) Belarusian - Besapyckas
Croatian - Hrvatski Bosnian = el
o Bulgarian - BbArapcki
Czech - Cestina Catalan - Catald
BEnR o BEnDE chinese (Simplified) - FRICCE#)
Chinese (Traditional) - MIXZ(EEER)
Dutch - Nederlands D
Dzongkha . Em czech
Danish
English - English N
Esperanto - Esperanto
Estonian - Eesti Estonian
Finnish
Fi h - S
innis vom! French - Francais
French - Francais Galician - Galego
Galician - Galego German - Deutsch
Greek - EAMWLKG
Georgian - JoBmpmo
German - Deutsch = <Go Back>

<Tab> moves Space> selects; <Enter> activates buttons

Figure 4.2  Selecting the language

Selecting the country

The second step consists in choosing your country. Associated with the language, this informa-
tion enables the program to offer the most appropriate keyboard layout. This will also influence
the configuration of the time zone. In the United States, a standard QWERTY keyboard is sug-
gested, and a choice of appropriate time zones is offered.
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[11] Select your location

Select your location The selected location will be used 1o set uour time zone and also for example to help
select the system locale. Mormally this should be the country where you live.

The selected location will be used to set your time zone and also for example to help select the system locale. Normally Tinds Hs @ hErtlist of lams s besed on e TenguEse yan selestes), Oimse e &

this should be the country where you live. W M 6 mui MSiEs,

This is a shortlist of locations based on the language you selected. Choose other if your location is not listed.
Country, territory or area

Country, territory or area:

Botswana A Antigua and Barbuda
Australia

Canada Botswana

Canada

Hong Kong Hong Kong
india India
reland Ireland

New Zealand
New Zealand Mg
Nigeria LY Philippines

Singapore
Philippines south Africa

Singapore United kingdom
South Africa 2imbabue

United ngdum other

Unite dS( it

WD <Go Back>

Zimbabwe

other

| screenshot | | GoBack | Cnntmue -
<Tab> moves; <Space> selects; <Enter> activates buttons

Figure 4.3  Selecting the country

Selecting the keyboard layout

The proposed “American English” keyboard corresponds to the usual QWERTY layout.

[!] Select a keuhoard lawout
Keumap to use:

Configure the keyboard

Belgian
Keymap to use: Brazilian (ABNTZ layout)
= Brazilian (EUA layout)
American English British English
Belarusian Bulgarian
ol canadian French
elgian Canadian Multilingual
Brazilian (ABNT2 layout) Croatian
czech
Brazilian (EUA layout) Danish
8ritish English Dutch
Bulgarian DVDFEE
Estonian
Bulgarian (phonetic layout) Finnish
Canadian French [FrEie
X German
Canadian Multilingual Greek
Croatian Hebrew
Hungarian
et Icelandic
Danish Ttalian
Japanese
Dutch
e Kirghiz
Dvorak Latin American
Estonian «Go Backs
0 Bacl
Finnish &l
| screenshot | | coBack |

Figure 4.4 Choice of keyboard

Detecting Hardware

This step is completely automatic in the vast majority of cases. The installer detects your hard-
ware, and tries to identify the CD-ROM drive used in order to access its content. It loads the
modules corresponding to the various hardware components detected, and then “mounts” the
CD-ROM in order to read it. The previous steps were completely contained in the boot image
included on the CD, a file of limited size and loaded into memory by the BIOS when booting from
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the CD.

The installer can work with the vast majority of drives, especially standard ATAPI peripherals
(sometimes called IDE and EIDE). However, if detection of the CD-ROM reader fails, the installer
offers the choice to load a kernel module (for instance from a USB key) corresponding to the
CD-ROM driver.

Loading Components

With the contents of the CD now available, the installer downloads all the files necessary to
continue with its work. This includes additional drivers for the remaining hardware (especially
the network card), as well as all the components of the installation program.

Detecting Network Hardware

This automatic step tries to identify the network card and load the corresponding module. If
automatic detection fails, you can manually select the module to load. If no module works, it
is possible to load a specific module from a removable peripheral. This last solution is usually
only needed if the appropriate driver is not included in the standard Linux kernel, but available
elsewhere, such as the manufacturer's website.

This step must absolutely be successful for netinst or businesscard installations, since the Debian
packages must be loaded from the network.

Configuring the Network

Eager to automate the process as much as possible, the installer attempts an automatic DHCP
network configuration. If this fails, it offers more choices: try again with a normal DHCP con-
figuration, attempt DHCP configuration by declaring the name of the machine, or set up a static
network configuration.

This last option requires an IP address, a subnet mask, an IP address for a potential gateway, a
machine name, and a domain name.

TIP  If the local network is equipped with a DHCP server that you do not wish to
Configuration without ~ Use because you prefer to define a static IP address for the machine during
DHcp installation, you can add the netcfg/use_dhcp=false option when booting
from the CD-ROM. You just need to go to the desired menu entry by pressing
the TAB key and add the desired option before pressing the Enter key.

BEWARE Many local area networks are based on an implicit assumption that all ma-
chines can be trusted, and inadequate configuration of a single computer will
often perturb the whole network. As a result, do not connect your machine
to a network without first agreeing with its administrator on the appropriate
settings (for example, the IP address, netmask, and broadcast address).

Do not improvise
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Configuring the Clock

If the network is available, the system's internal clock is updated (in a one-shot way) from an
NTP server. This way the timestamps on logs will be correct from the first boot. For them to
remain consistently precise over time, an NTP daemon needs to be set up after initial installation
(see Section 8.9.2, “Time Synchronization” (page 169)).

Administrator Password

The super-user root account, reserved for the machine's administrator, is automatically created
during installation; this is why a password is requested. A confirmation (or two identical entries)
will prevent any entry error which would later be difficult to amend.

debian

£ 4

The Universal Operating Systen

Set up users and passwords

You need to set a password for ‘root', the system administrative account. A malicious or unqualified user with root
access can have disastrous results, so you should take care to choose a root password that is not easy to guess. It
should not be a word found in dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed st regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be disabled and the
system's initial user account will be given the power to become root using the "sudo" command.

Note that you will not be able to see the password as you type it.

Root password:

Please enter the same roct password again to verify that you have typed it correctly
Re-enter password to verify:

[eeeoees

| screenshot |

SECURITY

Administrator password

The Debian Administrator's Handbook

[oomea | [comme]

Figure 4.5 Administrator Password

The root user's password should be long (6 characters or more) and impossible
to guess. Indeed, any computer (and a fortiori any server) connected to the In-
ternet is regularly targeted by automated connection attempts with the most
obvious passwords. Sometimes it may even be subject to dictionary attacks,
in which many combinations of words and numbers are tested as password.
Avoid using the names of children or parents, dates of birth, etc.: many of your
co-workers might know them, and you rarely want to give them free access
to the computer in question.

These remarks are equally applicable for other user passwords, but the conse-
quences of a compromised account are less drastic for users without admin-
istrative rights.

If inspiration is lacking, do not hesitate to use password generators, such as
pwgen (in the package of the same name).



Creating the First User

Debian also imposes the creation of a standard user account so that the administrator doesn't
get into the bad habit of working as root. The precautionary principle essentially means that
each task is performed with the minimum required rights, in order to limit the damage caused
by human error. This is why the installer will ask for the complete name of this first user, their
username, and their password (twice, to prevent the risk of erroneous input).

Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities,

Please enter the real name of this user. This information will be used for instance as default origin for emails sent by
this user as well as any program which displays or uses the user's real name. Your full name is a reasonable choice.

Full name for the new user:

Raphaél Hertzog|

| screenshot | | GoBack |

Figure 4.6  Name of the first user

Detecting Disks and Other Devices

This step automatically detects the hard drives on which Debian may be installed. They will be
presented in the next step: partitioning.

Starting the Partitioning Tool

CULTURE Partitioning, an indispensable step in installation, consists in dividing the
Uses of partitioning available space on the hard drives (each subdivision thereof being called a
“partition”) according to the data to be stored on it and the use for which
the computer is intended. This step also includes choosing the filesystems to
be used. All of these decisions will have an influence on performance, data
security, and the administration of the server.

The partitioning step is traditionally difficult for new users. It is necessary to define the vari-
ous portions of the disks (or “partitions”) on which the Linux filesystems and virtual memory
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(swap) will be stored. This task is complicated if another operating system that you want to
keep is already on the machine. Indeed, you will then have to make sure that you do not alter
its partitions (or that you resize them without causing damage).

Fortunately, the partitioning software has an “guided” mode which recommends partitions for
the user to make — in most cases, you can simply validate the software's suggestions.

£

Operating System
Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer, you can do
it manually With guided partitioning you will still have a chance |ater to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method.:

- use entire disk

Guided - use entire disk and set up VM

Guided - use entire disk and set up encrypted WM
Manual

Screenshot Go Back ‘

Figure 4.7  Choice of partitioning mode

The first screen in the partitioning tool offers the choice of using an entire hard drive to create
various partitions. For a (new) computer which will solely use Linux, this option is clearly the
simplest, and you can choose the option “Guided - use entire disk”. If the computer has two hard
drives for two operating systems, setting one drive for each is also a solution that can facilitate
partitioning. In both of these cases, the next screen offers to choose the disk where Linux will
be installed by selecting the corresponding entry (for example, “SCSI3 (0,0,0) (sda) - 12.9 GB ATA
VBOX HARDDISK”). You then start guided partitioning.
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Partition disks

Mote that all data on the disk you select will be erased, but not before you have confirmed that you really want to make
the changes.

Select disk to partition:

SCSI3 (0,0,0) (sda) - 12.9 GB ATA VBOX HARDDISK

Screenshot

Figure 4.8 Disk to use for guided partitioning

Guided partitioning can also set up LVM logical volumes instead of partitions (see below). Since

the remainder of the operation is the same, we will not go over the option “Guided - use entire
disk and set up LVM” (encrypted or not).

In other cases, when Linux must work alongside other already existing partitions, you need to
choose manual partitioning.

4.2.13.1. Guided partitioning

The guided partitioning tool offers three partitioning methods, which correspond to different
usages.
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The Universal Operating System

Partition disks
Selected for partitioning:
SCSI3 (0,0,0) (sda) - ATAVBOX HARDDISK: 12,9 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.
Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /home, fusr, fvar, and /tmp partitions

[ screenshot | [ GoBack |

Figure 4.9 Guided partitioning

The first method is called “All in one partition”. The entire Linux system tree is stored in a
single filesystem, corresponding to the root / directory. This simple and robust partitioning
fits perfectly for personal or single-user systems. In fact, two partitions will be created: the
first will house the complete system, the second the virtual memory (swap).

The second method, “Separate /home/ partition”, is similar, but splits the file hierarchy in two:
one partition contains the Linux system (/), and the second contains “home directories” (mean-
ing user data, in files and subdirectories available under /home/).

The last partitioning method, called “Separate /home, /usr, /var, and /tmp partitions”, is ap-
propriate for servers and multi-user systems. It divides the file tree into many partitions: in
addition to the root (/) and user accounts (/home/) partitions, it also has partitions for applica-
tions (/usr/), server software data (/var/, and temporary files (/tmp/). These divisions have
several advantages. Users can not lock up the server by consuming all available hard drive space

(they can only fill up /tmp/ and /home/). The daemon data (especially logs) can no longer clog
up the rest of the system.

BACK TO BASICS A filesystem defines the way in which data is organized on the hard drive.
Choosing a filesystem Each existing filesystem has its merits and limitations. Some are more robust,
others more effective: if you know your needs well, choosing the most appro-

priate filesystem is possible. Various comparisons have already been made; it

seems that ReiserFS is particularly efficient for reading many small files; XFS,

in turn, works faster with large files. Ext3, the default filesystem for Debian,

is a good compromise, based on the two previous versions of filesystems his-

torically used in Linux (ext and ext2). You could also choose its successor ext4,

which overcomes certain limitations of ext3 and is particularly appropriate for

very large capacity hard drives. If you are particularly brave, you could exper-

iment with the very promising btrfs, which includes numerous features that
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require, to this day, the use of LVM and/or RAID.

A journalized filesystem (such as ext3, ext4, btrfs, reiserfs, or xfs) takes spe-
cial measures to make it possible to return to a prior consistent state after
an abrupt interruption without completely analyzing the entire disk (as was
the case with the ext2 system). This functionality is carried out by filling in
a journal that describes the operations to conduct prior to actually executing
them. If an operation is interrupted, it will be possible to “replay” it from the
journal. Conversely, if an interruption occurs during an update of the journal,
the last requested change is simply ignored; the data being written could be
lost, but since the data on the disk has not changed, they have remained co-
herent. This is nothing more nor less than a transactional mechanism applied
to the filesystem.

After choosing the type of partition, the software calculates a suggestion, and describes it on the
screen; the user can then modify it if needed. You can, in particular, choose another filesystem if
the standard choice (ext3) isn't appropriate. In most cases, however, the proposed partitioning
is reasonable and it can be accepted by selecting the “Finish partitioning and write changes to

disk” entry.

-

debon . s

Operating System

Partition disks

This Is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager

Configure encrypted volumes

4

> #1
> #35

SCSI2(0,0,0) (sda) - 12,9 GB ATA VBOX HARDDISK

primary ~ 123GB B f ext3 !
logical 575.7 MB f swap swap

Undo changes to partitions

Finish partitioning and write changes to disk

| screenshot | |

Help | | 6o Back ‘

Figure 4.10 Validating partitioning

Manual Partitioning

Manual partitioning allows greater flexibility, allowing the user to choose the purpose and size
of each partition. Furthermore, this mode is unavoidable if you wish to use software RAID.
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IN PRACTICE To install Debian alongside an existing operating system (Windows or other),
Shrinking a Windows ~ You must have some available hard drive space that is not being used by the
partition. other system in order to be able to create the partitions dedicated to Debian.
In most cases, this means shrinking a Windows partition and reusing the freed

space.

The Debian installer allows this operation when using the manual mode for
partitioning. You only need to choose the Windows partition and enter its
new size (this works the same with both FAT and NTFS partitions).

The first screen displays the available disks, their partitions, and any possible free space that
has not yet been partitioned. You can select each displayed element; pressing the Enter key
then gives a list of possible actions.

You can erase all partitions on a disk by selecting it.

When selecting free space on a disk, you can manually create a new partition. You can also do
this with guided partitioning, which is an interesting solution for a disk that already contains
another operating system, but which you may wish to partition for Linux in a standard manner.
See the previous section for more details on guided partitioning.

BACK TO BASICS The mount point is the directory tree that will house the contents of the
Mount point filesystem on the selected partition. Thus, a partition mounted at /home/ is
traditionally intended to contain user data.

When this directory is named “/”, it is known as the root of the file tree, and
therefore the root of the partition that will actually host the Debian system.

BACK TO BASICS Virtual memory allows the Linux kernel, when lacking sufficient memory
Virtual memory, swap (RAM), to free a bit of storage by storing the parts of the RAM that have
been inactive for some time on the swap partition of the hard disk.

To simulate the additional memory, Windows uses a swap file that is directly
contained in a filesystem. Conversely, Linux uses a partition dedicated to this
purpose, hence the term “swap partition”.

When choosing a partition, you can indicate the manner in which you are going to use it:
« format it and include it in the file tree by choosing a mount point;
* use it as a swap partition;

+ make it into a “physical volume for encryption” (to protect the confidentiality of data on
certain partitions, see below);

+ make it a “physical volume for LVM” (this concept is discussed in greater detail later in
this chapter);

« use it as a RAID device (see later in this chapter);

« or the choice not to use it, and therefore leave it unchanged.
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Configuring Multidisk Devices (Software RAID)

Some types of RAID allow the duplication of information stored on hard drives to prevent data
loss in the event of a hardware problem affecting one of them. Level 1 RAID keeps a simple,
identical copy (mirror) of a hard drive on another drive, while level 5 RAID splits redundant
data over several disks, thus allowing the complete reconstruction of a failing drive.

We will only describe level 1 RAID, which is the simplest to implement. The first step involves
creating two partitions of identical size located on two different hard drives, and to label them
“physical volume for RAID”.

You must then choose “Configure software RAID” in the partitioning tool to combine these two
partitions into a new virtual disk and select “Create MD device” in the configuration screen.
You then need to answer a series of questions about this new device. The first question asks
about the RAID level to use, which in our case will be “RAID1”. The second question asks about
the number of active devices — two in our case, which is the number of partitions that needs to
be included in this MD device. The third question is about the number of spare devices — 0; we
have not planned any additional disk to take over for a possible defective disk. The last question
requires you to choose the partitions for the RAID peripheral — these would be the two that we
have set aside for this purpose (make sure you only select the partitions that explicitly mention
“raid”).

Back to the main menu, a new virtual “RAID” disk appears. This disk is presented with a sin-
gle partition which can not be deleted, but whose use we can choose (just like for any other
partition).

For further details on RAID functions, please refer to Section 12.1.1, “Software RAID” (page 298).

Configuring the Logical Volume Manager (LVM)

LVM allows you to create “virtual” partitions that span over several disks. The benefits are
twofold: the size of the partitions are no longer limited by individual disks but by their cumu-
lative volume, and you can at any time increase the size of an existing partition by adding an
additional disk when needed.

LVM uses a particular terminology: a virtual partition is a “logical volume”, which is part of a
“volume group”, or an association of several “physical volumes”. Each of these terms in fact
corresponds to a “real” partition (or a software RAID device).

This technique works in a very simple way: each volume, whether physical or logical, is split
into blocks of the same size, which are made to correspond by LVM. The addition of a new disk
will cause the creation of a new physical volume, and these new blocks can be associated to
any volume group. All of the partitions in the volume group that is thus expanded will have
additional space into which they can extend.

The partitioning tool configures LVM in several steps. First you must create on the existing
disks the partitions that will be “physical volumes for LVM”. To activate LVM, you need to
choose “Configure the Logical Volume Manager (LVM)”, then on the same configuration screen
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“Create a volume group”, to which you will associate the existing physical volumes. Finally,
you can create logical volumes within this volume group. Note that the automatic partitioning
system is able to do all of this implementation.

In the partitioning menu, each physical volume will appear as a disk with a single partition
which can not be deleted, but that you can use as desired.

The usage of LVM is described in further detail in Section 12.1.2, “LVM” (page 309).

Setting Up Encrypted Partitions

To guarantee the confidentiality of your data, for instance in the event of the loss or theft of your
computer or a hard drive, it is possible to encrypt the data on some partitions. This feature can
be added underneath any filesystem, since, as for LVM, Linux (and more particularly the dm-
crypt driver) uses the Device Mapper to create a virtual partition (whose content is protected)
based on an underlying partition that will store the data in an encrypted form (thanks to LUKS,
Linux Unified Key Setup, a standard format that enables the storage of encrypted data as well
as meta-information that indicates the encryption algorithms used).

SECURITY When an encrypted partition is used, the encryption key is stored in memory
(RAM). Since retrieving this key allows the decryption of the data, it is of ut-
most importance to avoid leaving a copy of this key that would be accessible
to the possible thief of the computer or hard drive, or to a maintenance tech-
nician. This is however something that can easily occur with a laptop, since
when hibernating the contents of RAM is stored on the swap partition. If this
partition isn't encrypted, the thief may access the key and use it to decrypt
the data from the encrypted partitions. This is why, when you use encrypted
partitions, it is imperative to also encrypt the swap partition!

Encrypted swap partition

The Debian installer will warn the user if they try to make an encrypted par-
tition while the swap partition isn't encrypted.

To create an encrypted partition, you must first assign an available partition for this purpose.
To do so, select a partition and indicate that it is to be used as a “physical volume for encryp-
tion”. After partitioning the disk containing the physical volume to be made, choose “Configure
encrypted volumes”. The software will then propose to initialize the physical volume with ran-
dom data (making the localization of the real data more difficult), and will ask you to enter an
“encryption passphrase”, which you will have to enter every time you boot your computer in
order to access the content of the encrypted partition. Once this step has been completed, and
you have returned to the partitioning tool menu, a new partition will be available in an “en-
crypted volume”, which you can then configure just like any other partition. In most cases, this
partition is used as a physical volume for LVM so as to protect several partitions (LVM logical
volumes) with the same encryption key, including the swap partition (see sidebar).
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Installing the Base System

This step, which doesn't require any user interaction, installs the Debian “base system” pack-
ages. This includes the dpkg and apt tools, which manage Debian packages, as well as the utili-
ties necessary to boot the system and start using it. The Debian packages are read from the disk
(if using a netinst CD or a complete CD-/DVD-ROM) or downloaded (when using a businesscard
installation disk).

debian

- N The Universal Operating System

Install the base system

Extracting tar...

Figure 4.11 Installation of the base system

Configuring the Package Manager (apt)

In order to be able to install additional software, APT needs to be configured and told where to
find Debian packages. This step is as automated as possible. It starts with a question asking if it
must use a network source for packages, or if it should only look for packages on the CD-ROM.

NOTE If the installer detects a Debian installation disk in the CD/DVD reader, it is
Debian CD-ROM in the drive Not necessary to configure APT to go looking for packages on the network:
APT is automatically configured to read packages from a removable media
drive. If the disk is part of a set, the software will offer to “explore” other disks
in order to reference all of the packages stored on them.

If getting packages from the network is requested, the next two questions allow to choose a
server from which to download these packages, by choosing successively a country and a mirror
available in that country (a mirror is a public server hosting copies of all the files of the Debian
server).
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Configure the package manager

Please select a Debian archive mirror. You should use & mirror in your country or region if you do not know which mirror
has the best Internet connection to you.

Usually, ftp.<your country code=.debian.org is a good choice.
Debian archive mirror:

ftp.us.debian.org

ftp.egrmsu.edu
mirrors.kernel.org
debian.lcs.mit.edu
debian.osuosl.org
mirror.cc.columbia,edu
mirror.hmc.edu
mirrors.hosef.org
debian.cc.lehigh.edu
cdn.debian.net
ftp.gtlib.gatech.edu
distro.ibiblio.org

ftp-mirror.internap. com

mirror.cs.wisc.edu [+l
| screenshot | | GoBack |

Figure 4.12  Selecting a Debian mirror

Finally, the program proposes to use an HTTP proxy. If there is no proxy, Internet access will be
direct. If you type http://proxy.falcot.com:3128, APT will use the Falcot proxy/cache, a “Squid”
program. You can find these settings by checking the configurations of a web browser on an-
other machine connected to the same network.

The files Packages.gz and Sources.gz are then automatically downloaded to update the list
of packages recognized by APT.

BACK TO BASICS An HTTP proxy is a server that forwards an HTTP request for network users.
HTTP proxy It sometimes helps to speed up downloads by keeping a copy of files that have
been transferred through it (we then speak of proxy/cache). In some cases, it is
the only means of accessing an external web server; in such cases it is essential
to answer the corresponding question during installation for the program to
be able to download the Debian packages through it.

Squid is the name of the server software used by Falcot Corp to offer this
service.

Debian Package Popularity Contest

The Debian system contains a package called popularity-contest, whose purpose is to compile
package usage statistics. Each week, this program collects information on the packages installed
and those used recently, and anonymously sends this information to the Debian project servers.
The project can then use this information to determine the relative importance of each package,
which influences the priority that will be granted to them. In particular, the most “popular”
packages will be included in the installation CD-ROM, which will facilitate their access for users
who do not wish to download them or to purchase a complete set.
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This package is only activated on demand, out of respect for the confidentiality of users' usage.

Selecting Packages for Installation

The following step allows you to choose the purpose of the machine in very broad terms; the ten
suggested tasks correspond to lists of packages to be installed. The list of the packages that will

actually be installed will be fine-tuned and completed later on, but this provides a good starting
point in a simple manner.

Some packages are also automatically installed according to the hardware detected (thanks to
the program discover-pkginstall from the discover package). For instance, if a VirtualBox
virtual machine is detected, the program will install the virtualbox-ose-guest-dkms package, al-
lowing for better integration of the virtual machine with the host system.

The Universal Operating System

Software selection

At the moment, only the core of the system is installed. To tune the system to your needs, you can choose to install
one or more of the following predefined collections of software.

Choose software to install:

Graphical desktop environment

[J web server
[J Print server
[[] DNS server

[ File server

[ Mail server

[] sQL database

[] SSH server

[ Laptep

Standard system utilities

Screenshot \ Go Back \

Figure 4.13  Task choices

Installing the GRUB Bootloader

The bootloader is the first program started by the BIOS. This program loads the Linux kernel
into memory and then executes it. It often offers a menu that allows the user to choose the
kernel to load and/or the operating system to boot.

BEWARE This phase in the Debian installation process detects the operating systems
Bootloader and dual boot  that are already installed on the computer, and automatically adds corre-
sponding entries in the boot menu, but not all installation programs do this.

In particular, if you install (or reinstall) Windows thereafter, the bootloader
will be erased. Debian will still be on the hard drive, but will no longer be
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accessible from the boot menu. You would then have to boot the Debian in-
stallation system in rescue mode to set up a less exclusive bootloader. This
operation is described in detail in the installation manual.

http://www.debian.org/releases/stable/i386/ch08s07.html

By default, the menu proposed by GRUB contains all the installed Linux kernels, as well as any
other detected operating systems. This is why you should accept the offer to install it in the
Master Boot Record. Since keeping older kernel versions preserves the ability to boot the same
system if the most recently installed kernel is defective or poorly adapted to the hardware, it is
best to always keep at least three older versions.

GRUB is the default bootloader installed by Debian thanks to its technical superiority: it works
with most filesystems and therefore doesn't require an update after each installation of a new
kernel, since it reads its configuration during boot and finds the exact position of the new kernel.
Version 1 of GRUB (now known as “Grub Legacy”) couldn't handle all combinations of LVM and
software RAID; version 2, installed by default, is more complete. There may still be situations
where it is more recommendable to install LILO (another bootloader); the installer will suggest
it automatically.

For more information on configuring GRUB, please refer to Section 8.8.3, “GRUB 2 Configura-
tion” (page 164).

BEWARE LILO and GRUB, which are mentioned in this chapter, are bootloaders for
i386 and amd64 architectures. If you install Debian on another architecture,
you will need to use another bootloader. Among others, we can cite yaboot
or quik for powerpc, silo for sparc, elilo for ia64, aboot for alpha, arcboot
for mips, atari-bootstrap or vme-1ilo for mé8k.

Bootloaders and
architectures

Finishing the Installation and Rebooting

The installation is now complete, the program invites you to remove the CD-ROM from the
reader and to restart the computer.

After the First Boot

If you activated the task “Graphical desktop environment”, the computer will display the gdm
login manager.
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debian
@ Thu 1007 AM [0

Figure 4.14  First boot

The user that has already been created can then log in and begin working immediately.

Installing Additional Software

The installed packages correspond to the profiles selected during installation, but not neces-
sarily to the use that will actually be made of the machine. As such, you might want to use a
package management tool to refine the selection of installed packages. The two most frequently
used tools (which are installed if the “Graphical desktop enviroment” profile was chosen) are
apt (accessible from the command line) and synaptic (System — Administration — Synaptic
Package Manager).

To facilitate the installation of coherent groups of programs, Debian creates “tasks” that are
dedicated to specific uses (mail server, file server, etc.). You already had the opportunity to
select them during installation, and you can access them again thanks to package management
tools such as aptitude (the tasks are listed in a distinct section) and synaptic (through the
menu Edit — Mark Packages by Task...).

Aptitude is an interface to APT in full-screen text mode. It allows the user to browse the list of
available packages according to various categories (installed or not-installed packages, by task,
by section, etc.), and to view all of the information available on each of them (dependencies,
conflicts, description, etc.). Each package can be marked “install” (to be installed, + key) or “re-
move” (to be removed, - key). All of these operations will be conducted simultaneously once
you've confirmed them by pressing the g key (“g” for “go!”). If you have forgotten some pro-
grams, no worries; you will be able to run aptitude again once the initial installation has been
completed.
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TIP

Debian thinks of speakers of
non-English languages

CULTURE

dselect, the old interface to
install packages

Several tasks are dedicated to the localization of the system in other languages
beyond English. They include translated documentation, dictionaries, and
various other packages useful for speakers speakers